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MicroCeph is the easiest way to get up and running with Ceph.

MicroCeph is a lightweight way of deploying and managing a Ceph cluster. Ceph is a
highly scalable, open-source distributed storage system designed to provide excellent per-
formance, reliability, and Flexibility for object, block, and file-level storage.

Ceph cluster management is streamlined by simplifying key distribution, service placement,
and disk administration for quick, effortless deployment and operations. This applies to clus-
ters that span private clouds, edge clouds, as well as home labs and single workstations.

MicroCeph is focused on providing a modern deployment and management experience to
Ceph administrators and storage software developers.
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1. In this documentation

Tutorial (page 4)

A hands-on introduction to MicroCeph for new users

How-to guides (page 10)

Step-by-step guides covering key operations and common tasks
Reference (page 42)

Technical information - specifications, APIs, architecture
Explanation (page 61)

Discussion and clarification of key topics
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2. Project and community

MicroCeph is a member of the Ubuntu family. It's an open-source project that warmly wel-
comes community projects, contributions, suggestions, fixes and constructive feedback.

+ We follow the Ubuntu community Code of conduct’

Contribute to the project on GitHub? (documentation contributions go under the docs
directory)

GitHub is also used as our bug tracker

 To speak with us, you can find us on Matrix in Ubuntu Ceph

Optionally enable Ubuntu Pro? on your Ceph nodes. This is a service that provides the
Livepatch Service* and the Expanded Security Maintenance® (ESM) program.

2.1. Get started

This tutorial will guide you through your first steps with MicroCeph. We will deploy a Ceph
cluster on a single node using MicroCeph and store a JPEG image in an S3 bucket managed
by MicroCeph.

2.1.1. Howyou'lldo it

You will install MicroCeph, initialise the cluster, and add storage. Then, you will enable the
S3-compatible Ceph Object Gateway (RGW) on your node and create an S3 bucket. Finally,
you will upload an image to the bucket, consuming the storage via RGW.

As we progress, you will also interact with your cluster by checking its health, adding disks,
and enabling RGW.

By the end of this tutorial, after successfully using MicroCeph to store an image, you will
have a foundational understanding of how MicroCeph works, and be ready to explore more
advanced use cases.

2.1.2. What you’ll need

* The latest Ubuntu LTS version. Find Ubuntu release information here®,
» 2 CPU cores

* 4 GiB RAM

» 12GiB disk space

* An Internet connection

' https://ubuntu.com/community/ethos/code-of-conduct
2 https://github.com/canonical/microceph

3 https://ubuntu.com/pro

4 https://ubuntu.com/security/livepatch

> https://ubuntu.com/security/esm

® https://ubuntu.com/about/release-cycle
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2.1.3. Install MicroCeph
First, install MicroCeph as a snap package from the Snap Store:

sudo snap install microceph

Disable the default automatic Snap upgrades to prevent MicroCeph from being updated au-
tomatically:

sudo snap refresh --hold microceph

Failing to set this option may result in unintended upgrades, which could critically impact
your deployed cluster. To prevent this, all subsequent MicroCeph upgrades must be per-
formed manually.

2.1.4. Initialise your cluster

Next, bootstrap your new Ceph storage cluster:
sudo microceph cluster bootstrap

This process takes 3 to 5 seconds.

Check the cluster status:

sudo microceph status

The output should look somewhat as shown below:

MicroCeph deployment summary:- ubuntu (10.246.114.49) Services: mds, mgr,

mon Disks: 0

Your cluster deployment summary contains your node’s hostname (IP address). In our case,
it's ubuntu (10.246.114.49), along with information about the services running and available
storage. You'll notice that the cluster is healthy with one node and three services running,
but no storage has been allocated yet.

Now that the cluster is initialised, we'll add some storage to the node.

2.1.5. Add storage

Let’s add storage disk devices to the node.

We will use loop files, which are file-backed Object Storage Daemons (OSDs) convenient for
setting up small test and development clusters. Three OSDs are required to form a minimal
Ceph cluster.

Execute the following command:

sudo microceph disk add loop,4G,3
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R E R +| PATH | STATUS [+----------- LR EE LT +| loop,4G,3 |

Success |+----------- EEEE T +

Success! You have added three OSDs with 4GiB storage to your node.

Recheck the cluster status:

sudo microceph status

MicroCeph deployment summary:- ubuntu (10.246.114.49)Services: mds, mgr,

mon, osdDisks: 3

You have successfully deployed a Ceph cluster on a single node.

Remember that we had three services running when the cluster was bootstrapped. Note that
we now have four services running, including the newly added osd service.

2.1.6. Enable RGW

As mentioned before, we will use the Ceph Object Gateway to interact with the object stor-
age cluster we just deployed.

Enable the RGW daemon on your node

sudo microceph enable rgw

By default, the rgw service uses port 80, which may not always be available. If port 80 is
occupied, you can specify an alternative port, such as 8080, by adding the --port <port-
number> parameter.

Run the status check again to confirm that the rgw service is reflected in the status output.

sudo microceph status

MicroCeph deployment summary:- ubuntu (10.246.114.49)Services: mds, mgr,

mon, rgw, osdDisks: 3

Create an RGW user

MicroCeph is packaged with the standard radosgw-admin tool that manages the rgw service
and users. We will now use this tool to create an RGW user called user, with the display name
user.

sudo radosgw-admin user create --uid=user --display-name=user

The output should include user details as shown below, with auto-generated access and se-
cret keys.
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{"user_id": "user","display_name": "user","email": ,'suspended":
0,"max_buckets": 1000,"subusers": [],"keys": [ { "user": "user",
"access_key": "NJ7YZ3LYI45M4Q1A080S", "secret_key":

"H70Tc1lVbZIwhd20ONLPuOD7Ass8ouSKmtSewuYwK", "active": true, "create_date":
"2024-11-28T13:07:41.5614372" }],...

Set user secrets

Let's define secrets for this user, setting access_key to foo, and - -secret-key to bar.

sudo radosgw-admin key create --uild=user --key-type=s3 --access-key=foo --secret-key=bar

eeo [ { "user": "user", "access_key": "NJ7YZ3LYI45M4Q1A080S", "secret_key":
"H70Tc1VbZIwhd200ONLPuOD7Ass8ouSKmtSewuYwK", "active": true, "create_date":
"2024-11-28T13:07:41.5614372" }, { "user": "user", "access_key": "foo",
"secret_key": "bar", "active": true, "create_date":
"2024-11-28T13:54:36.0652142" } 1,...

2.1.7. Consuming the storage
Access RGW

Before attempting to consume the object storage in the cluster, validate that you can access
RGW by running curl on your node.

Find the IP address of the node running the rgw service:

sudo microceph status

MicroCeph deployment summary:- ubuntu (10.246.114.49)Services: mds, mgr,
mon, rgw, osdDisks: 3

Then, run curl from this node.

curl http://10.246.114.49

<?xml version="1.0" encoding="UTF-8"?><ListAllMyBucketsResult

xmlns="http://s3.amazonaws.com/doc/2006-03-01/"><0Owner><ID>anonymous</ID></
Owner><Buckets></Bucket
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Create an S3 bucket

You have verified that your clusteris accessible via RGW. To interact with S3, we need to make
sure that the s3cmd utility is installed and configured.

Install and configure s3cmd

To install s3cmd, run the following command:

sudo apt-get install s3cmd

To configure the s3cmd tool, create a file named .s3cfg in your home directory. This should
be an INI-style configuration file with a single [default] section and key-value pairs for con-
figuration.

Run the below command to create the file and configure s3cmd:

cat > ~/.s3cfg <<EOF[default]access_key = foosecret_key = barhost_base =
ubuntuhost_bucket = ubuntu/%(bucket)check_ssl_certificate =

Falsecheck _ssl hostname = Falseuse https = FalseEOF

Instead of running this command, you can of course also set up the configuration file using
your favourite editor.

This configuration will do the following:
» Configure secret and access key that we had set earlier.

 Configure the host to contact. We have named our host ubuntu, so this is what we will
set here.

» Configure the host bucket template. The host bucket scheme allows users to specify
virtual hosting style access or other access modes. For our uses, we will set it to the
host name, followed by the bucket name.

« Finally, we did not configure SSL/TLS for our endpoint, so we are disabling it for s3cmd
as well.

As a good security practice, it should also be ensured that the .s3cfg file is only readable by
the user as it does contain the secret key. Run chmod like this:

chmod 0600 ~/.s3cfg

Create a bucket

You have verified that your cluster is accessible via RGW. Now, let’s create a bucket using the
s3cmd tool:

s3cmd mb -P s3://mybucket
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The -P flag ensures that the bucket is publicly visible, enabling you to access stored objects
easily via a public URL.

Bucket 's3://mybucket/' created

Our bucket is successfully created.

Upload an image into the bucket

s3cmd put -P image.jpg s3://mybucket

upload: 'image.jpg' -> 's3://mybucket/image.jpg' [1 of 1]66565 of 66565 100%
in Os 4.52 MB/s donePublic URL of the object is:

http://ubuntu/mybucket/image. jpg

The output shows that your image is stored in a publicly accessible S3 bucket. You can now
click on the public object URL in the output to view the image in your browser.

2.1.8. Cleaning up resources
If you want to remove MicroCeph, you can purge the snap from your machine using:

sudo snap remove microceph --purge

This command stops all running services and removes the MicroCeph snap, along with your
cluster and all its contained resources.

Note: the - -purge flag will remove all persistent state associated with MicroCeph.

The --purge flag deletes all files associated with the MicroCeph package, meaning it will
remove the MicroCeph snap without saving any data snapshots. Running the command
without this flag will not fully remove MicroCeph; the persistent state will remain intact.

Tip:

Skipping the purge option is useful if you intend to re-install MicroCeph, or move your
configuration to a different system.

2024-11-28T19:44:29+03:00 INFO Waiting for "snap.microceph.rgw.service" to
stop.2024-11-28T19:45:00+03:00 INFO Waiting for "snap.microceph.mds.service"

to stop.microceph removed
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2.1.9. Next steps

You have deployed a healthy Ceph cluster on a single-node and enabled RGW on it. Even
better, you have consumed the storage in that cluster by creating a bucket and storing an
image object in it. Curious to see what else you can do with MicroCeph?

See our how-to guides (page 10), packed with instructions to help you achieve specific goals
with MicroCeph.

Or, explore our Explanation (page 61) and Reference (page 42) sections for additional infor-
mation and quick references.

2.2. How-to guides

Our how-to guides give directions on how perform key operations and processes in Micro-
Ceph.

2.2.1. Installing and initialising MicroCeph cluster

The guides in this section are helpful in the installation and initialisation of both single-node
and multi-node clusters.

How to install MicroCeph on a single node

This guide will show how to install MicroCeph on a single machine, thereby creating a single-
node cluster.

This installation will be achieved through the use of loop files placed on the root disk, which
is a convenient way for setting up small test and development clusters.

Using dedicated block devices will result in the best IOPS performance for connecting
clients. Basing a Ceph cluster on a single disk also necessarily leads to a common fail-
ure domain for all OSDs. For these reasons, loop files should not be used in production
environments.

Install the software

Install the most recent stable release of MicroCeph:

sudo snap install microceph

Next, prevent the software from being auto-updated:

sudo snap refresh --hold microceph
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Allowing the snap to be auto-updated can lead to unintended consequences. In enterprise
environments especially, it is better to research the ramifications of software changes
before those changes are implemented.

Initialise the cluster

Begin by initialising the cluster with the cluster bootstrap command:

sudo microceph cluster bootstrap

Then look at the status of the cluster with the status command:

sudo microceph status

It should look similar to the fFollowing:

MicroCeph deployment summary:
- node-mees (10.246.114.49)
Services: mds, mgr, mon
Disks: 0

Here, the machine’s hostname of ‘node-mees’ is given along with its IP address of
10.246.114.49'. The MDS, MGR, and MON services are running but there is not yet any stor-
age available.

Add storage

Three OSDs will be required to form a minimal Ceph cluster. In a production system, typically
we would assign a physical block device to an OSD. However for this tutorial, we will make
use of file backed OSDs for simplicity.

Add the three File-backed OSDs to the cluster by using the disk add command. In the exam-
ple, three 4GiB files are being created:

sudo microceph disk add loop,4G,3

Although you can adjust the file size and file number to your needs, with a recommended
minimum of 2GiB per OSD, there is no obvious benefit to running more than three OSDs
via loop files. Be wary that an OSD, whether based on a physical device or afile, is resource
intensive.

Recheck status:

sudo microceph status

The output should now show three disks and the additional presence of the OSD service:
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MicroCeph deployment summary:
- node-mees (10.246.114.49)
Services: mds, mgr, mon, osd
Disks: 3

Manage the cluster

Your Ceph cluster is now deployed and can be managed by following the resources found in
the How-to (page 10) section.

The cluster can also be managed using native Ceph tooling if snap-level commands are not
yet available for a desired task:

sudo ceph status

The cluster built during this tutorial gives the following output:

cluster:
id: 4c2190cd-9a31-4949-a33e6-8d8f60408278
health: HEALTH_OK

services:
mon: 1 daemons, quorum node-mees (age 7d)
mgr: node-mees(active, since 7d)
osd: 3 osds: 3 up (since 7d), 3 in (since 7d)

data:
pools: 1 pools, 1 pgs
objects: 2 objects, 577 KiB
usage: 96 MiB used, 2.7 TiB / 2.7 TiB avail
pgs: 1 active+clean

Multi-node install

This tutorial will show how to install MicroCeph on three machines, thereby creating a multi-
node cluster. For this tutorial, we will utilise physical block devices for storage.

Ensure storage requirements

Three OSDs will be required to form a minimal Ceph cluster. This means that, on each of the
three machines, one entire disk must be allocated for storage.

The disk subsystem can be inspected with the 1sblk command. In this tutorial, the command's
output on each machine looks very similar to what's shown below. Any output related to
possible loopback devices has been suppressed for the purpose of clarity:

1sblk | grep -v loop

NAME ~ MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
vda 252:0 0 40G 0 disk
vda1l 252:1 0 1M 0 part

(continues on next page)
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(continued from previous page)

Lvda2 252:2 0 40G 0 part /
vdb  252:16 0  20G 0 disk

For the example cluster, each machine will use /dev/vdb for storage.

Prepare the three machines

On each of the three machines we will need to:
* install the software
« disable auto-updates of the software
Below we’ll show these steps explicitly on node-1, which we’ll call the primary node.

Install the most recent stable release of MicroCeph:

sudo snap install microceph

Prevent the software from being auto-updated:

sudo snap refresh --hold microceph

Allowing the snap to be auto-updated can lead to unintended consequences. In enterprise
environments especially, it is better to research the ramifications of software changes
before those changes are implemented.

Repeat the above two steps for node-2 and node-3.

Prepare the cluster

On node-1 we will now:
* initialise the cluster
* create registration tokens
Initialise the cluster with the cluster bootstrap command:

sudo microceph cluster bootstrap

Tokens are needed to join the other two nodes to the cluster. Generate these with the clus-
ter add command.

Token for node-2:

sudo microceph cluster add node-2

eyJuYW1lIjoibm9kZSOyIiwic2VjcmVOIjoiYmRjMzZ1OWIMNMIzNzhi1YzMwY2ZjOWVmMZRINDM5YZN1ZTMzMTImZDIyZ jkxNmIhMTI1M

Token for node-3:
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sudo microceph cluster add node-3

eyJuYW1lIjoibmokzZSOzIiwic2VicmVOIjoiYTZjYWIFOTZINDIKY jgOYTRKZTFiY2MzY2VKYTI1M2Y4MTULZTNAY jAWYWUYOWY1MDAAZ

Keep these tokens in a safe place. They'll be needed in the next step.

Tokens are randomly generated; each one is unique.

Join the non-primary nodes to the cluster

The cluster join command is used to join nodes to a cluster.

On node-2, add the machine to the cluster using the token assigned to node-2:

sudo microceph cluster join
eyJuYW11lIjoibm9kZSOyIiwic2VjcmVOIjoiYmRjMzZ1OWIMNMIZNZzhi1YzMwY2ZjOWVmMMZRINDM5YZN1ZTMzZMTImZDIyZ jkxNmJhMTI1M

On node-3, add the machine to the cluster using the token assigned to node-3:

sudo microceph cluster join
eyJuYW1lIjoibmokzSOzIiwic2VicmVOI joiYTZjYWIOTZINDIKY jgOYTRKZTFiY2MzY2VKYTI1M2Y4MTU1ZTNAY jAWYWUYOWY1MDA4Z

Add storage

This step will remove the data found on the target storage disks. Make sure you don’t lose
data unintentionally.

On each of the three machines, use the disk add command to add storage:

sudo microceph disk add /dev/vdb --wipe

Adjust the above command per machine according to the storage disks at your disposal. You
may also provide multiple disks as space separated arguments.

sudo microceph disk add /dev/vdb /dev/vdc /dev/vdd --wipe

Or use the —all-available flag to enlist all physical devices available on the machine.

sudo microceph disk add --all-available --wipe
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Check MicroCeph status

On any of the three nodes, the status command can be invoked to check the status of Micro-
Ceph:

sudo microceph status

MicroCeph deployment summary:

- node-01 (10.246.114.11)
Services: mds, mgr, mon, osd
Disks: 1

- node-02 (10.246.114.47)
Services: mds, mgr, mon, osd
Disks: 1

- node-03 (10.246.115.11)
Services: mds, mgr, mon, osd
Disks: 1

Machine hostnames are given along with their IP addresses. The MDS, MGR, MON, and OSD
services are running and each node is supplying a single disk, as expected.

Manage the cluster

Your Ceph cluster is now deployed and can be managed by following the resources found in
the Howto (page 10) section.

The cluster can also be managed using native Ceph tooling if snap-level commands are not
yet available for a desired task:

ceph status

This gives:

cluster:
id: cf16e5a8-26b2-4f9d-92be-dd3ac9602ebf
health: HEALTH_OK

services:
mon: 3 daemons, quorum node-01,node-02,node-03 (age 14m)
mgr: node-01(active, since 43m), standbys: node-02, node-03
osd: 3 osds: 3 up (since 4s), 3 in (since 6s)

data:
pools: 1 pools, 1 pgs
objects: 0 objects, 0 B
usage: 336 MiB used, 60 GiB / 60 GiB avail
pgs: 100.000% pgs unknown
1 unknown
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2.2.2. Configuring your cluster

See these guides for client and network configurations, authentication service integration,
and configuration of metrics, alerts and other service instances.

Configure RBD client cache in MicroCeph
MicroCeph supports setting, resetting, and listing client configurations which are exported

to ceph.conf and are used by tools like gemu directly for configuring rbd cache. Below are
the supported client configurations.

Table 1: Supported Config Keys

Key Description
rbd_cache Enable caching for RADOS Block Device (RBD).
rbd_cache_size The RBD cache size in bytes.

rbd_cache_writethrough_1 The number of seconds dirty data is in the cache before write-
back starts.

rbd_cache_max_dirty The dirty limit in bytes at which the cache triggers write-back.
If 0, uses write-through caching.

rbd_cache_target_dirty = The dirty target before the cache begins writing data to the
data storage. Does not block writes to the cache.

1. Supported config keys can be configured using the ‘set’ command:

$ sudo microceph client config set rbd_cache true
$ sudo microceph client config set rbd_cache false --target alpha
$ sudo microceph client config set rbd_cache_size 2048MiB --target beta

Host level configuration changes can be made by passing the relevant hostname as the
—target parameter.

2. All the client configs can be queried using the ‘list’ command.
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$ sudo microceph cluster config list

B Fommme R R +
| # / KEY | VALUE |/ HOST /
e doememens $ommememaas +
| © | rbd_cache | true | beta |
B I Fommmme R +
| 1 | rbd_cache | false | alpha

B P Fommmm R T +
| 2 | rbd_cache_size | 2048MiB | beta |
e ommeeans R +

Canonical

Similarly, all the client configs of a particular host can be queried using the —-target param-

eter.

$ sudo microceph cluster config list --target beta

B IS Fommme R +
| # / KEY | VALUE | HOST |/
R P Fommmmm - R +
| © | rbd_cache | true | beta |
fosoftosonscsasconooas fosocosooe focosoocoos +
| 1 | rbd_cache_size | 2048MiB | beta |
R Fommm - R e +

3. A particular config key can be queried for using the ‘get’ command:

$ sudo microceph cluster config list

R e T ommmman Hommmmmmna +
| # / KEY | VALUE | HOST |
B R Fommme - R +
| © | rbd_cache | true | beta |
e R R +
| 1 | rbd_cache | false | alpha |
B I Fommme Fommmmmmee e +

Similarly, —target parameter can be used with get command to query for a particular config

key/hostname pair.

$ sudo microceph cluster config rbd_cache --target alpha

R R LR e e +
| # [/ KEY | VALUE |/ HOST /
R TP PR e oo +
| © | rbd_cache | false | alpha

R TP R L e +

4. Resetting a config key (i.e. removing the configured key/value) can performed using

the ‘reset’ command:
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$ sudo microceph cluster config reset rbd_cache_size
$ sudo microceph cluster config list

R T R R +
| # / KEY | VALUE | HOST /
R s ST Fmmmmme s Hmmmmm e +
| © | rbd_cache | true | beta |
B ISP Fommmmee - T +
| 1 | rbd_cache | false | alpha |
R LR Fommmem - R +

This operation can also be performed for a specific host as follows:

$ sudo microceph cluster config reset rbd_cache --target alpha
$ sudo microceph cluster config list

R LR R R L +
| # / KEY | VALUE | HOST |
R R E P R R +
| © | rbd_cache | true | beta |
D T TP e R +

Configure Openstack Keystone Auth in MicroCeph RGW

Ceph Object Gateway (RGW) can be configured to use Openstack Keystone’ for providing
user authentication service. A Keystone authorised user to the gateway will also be automati-

cally created on the Ceph Object Gateway. A token that Keystone validates will be considered
as valid by the gateway.

MicroCeph supports setting the following Keystone config keys:

7 https://docs.openstack.org/keystone/latest/getting-started/architecture.htmlttidentity
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Table 2: Supported Config Keys

Key

Description

rgw_s3_auth_use_keyston
rgw_keystone_url

rgw_keystone_admin_toke
rgw_keystone_admin_toke
rgw_keystone_admin_use!
rgw_keystone_admin_pas:
rgw_keystone_admin_pas:
rgw_keystone_admin_proj
rgw_keystone_admin_don
rgw_keystone_service_tok
rgw_keystone_service_tok

rgw_keystone_expired_to

rgw_keystone_api_version
rgw_keystone_accepted_r
rgw_keystone_accepted_z
rgw_keystone_token_cach

rgw_keystone_verify_ssl

rgw_keystone_implicit_ter

rgw_swift_account_in_url
rgw_swift_versioning_ena

rgw_swift_enforce_conter

rgw_swift_custom_header

Whether to use keystone auth for the S3 endpoints.

Keystone server address in {url:port} format

Keystone admin token (not recommended in production)
Path to Keystone admin token (recommended for production)
Keystone service tenant user name

Keystone service tenant user password

Path to Keystone service tenant user password file

Keystone admin project name

Keystone admin domain name

Whether to allow expired tokens with service token in requests
Specify user roles accepted as service roles

Cache expiration period for an expired token allowed with a
service token

Keystone API version

Accepted user roles for Keystone users

List of roles allowing user to gain admin privileges

The maximum number of entries in each Keystone token cache

Whether to verify SSL certificates while making token requests
to Keystone

Whether to create new users in their own tenants of the same
name

Whether the Swift account is encoded in the URL path
Enables object versioning

Whether content length header is needed when listing con-
tainers

Enable swift custom header

A user can set/get/list/reset the above mentioned config keys as follows:

1. Supported config keys can be configured using the ‘set’ command:

$ sudo microceph cluster config set rgw_swift_account_in_url true

2. Config value for a particular key could be queried using the ‘get’ command:
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$ sudo microceph cluster config get rgw_swift_account_in_url

e L dommmm-- +
| # | KEY | VALUE |
dhosodtoccscccascosoooncosasaaoos focosase +
| © | rgw_swift_account_in_url | true |
e L dommmm - +

3. Alist of all the configured keys can be fetched using the ‘list’ command:

$ sudo microceph cluster config list

B L T Hmmmmm - +
| # / KEY | VALUE |
B e F--mm- - +
| © | rgw_swift_account_in_url | true |
B Fo-mm--- +

4. Resetting a config key (i.e. setting the key to its default value) can performed using the
‘reset’ command:

$ sudo microceph cluster config reset rgw_swift_account_in_url
$ sudo microceph cluster config list

R SRR - +
| # | KEY | VALUE |
e dommmm- +

For detailed documentation of what keys should be configured, visit Ceph Docs®

Configuring Cluster network

If you configure a cluster network, OSDs will route heartbeat, object replication and recovery

traffic over the cluster network. This may improve performance compared to using a single
network.

The MicroCeph cluster configuration CLI supports setting, getting, resetting and listing sup-
ported config keys mentioned below.

Table 3: Supported Config Keys

Key Description

cluster_network Set this key to desired CIDR to configure cluster network

1. Supported config keys can be configured using the ‘set’ command:

$ sudo microceph cluster config set cluster_network 10.5.0.0/16

8 https://docs.ceph.com/en/latest/radosgw/keystone/
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2. Config value for a particular key could be queried using the ‘get’ command:

$ sudo microceph cluster config get cluster_network

R R T +
| # / KEY / VALUE |
B I R +
| © | cluster_network | 10.5.0.0/16 |
T R +

3. Alist of all the configured keys can be fetched using the ‘list’ command:

$ sudo microceph cluster config list

T T +
| # / KEY / VALUE /
D R R D T TP +
| © | cluster_network | 10.5.0.0/16 |
Hosodhoccccososoncnoase dococososoooos +

4. Resetting a config key (i.e. setting the key to its default value) can performed using the
‘reset’ command:

$ sudo microceph cluster config reset cluster_network
$ sudo microceph cluster config list

e tommmm- +
| # | KEY | VALUE |
e SEEE tommmmm - +

For more explanations and implementation details refer to explanation (page 61)

Enabling metrics collection with Prometheus

Introduction

Metrics play an important role in understanding the operation of your MicroCeph deploy-
ment. These metrics or measurements form the basis for analysing and understanding your
cluster’s behaviour and are essential for providing reliable services.

A popular and mature open-source tool used for scraping and recording metrics over time
is Prometheus. Ceph is also designed to be easily integratable with Prometheus. This tuto-
rial documents the procedure and related information for configuring Prometheus to scrape
MicroCeph’s metrics endpoint.
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Fig. 1: Prometheus service scraping endpoints of a multi-node MicroCeph cluster.

The diagram above describes how the metrics endpoint is served by ceph-mgr and scraped
by Prometheus on a service level. Another thing to notice is that at any given time only one
of the mgr module is active and responsible for receiving MgrReports and serving them i.e.
only one instance of ceph-mgr serves the metrics endpoint. As the active Mgr instance can
be changing over time, standard practice is to scrape all the mgr instances when monitoring
a Ceph cluster.

Enabling Ceph-Mgr Prometheus module

Ceph-Mgr Prometheus module is responsible for serving the metrics endpoint which can then
be scraped by Prometheus itself. We can enable the module by executing the following com-
mand on a MicroCeph node:

ceph mgr module enable prometheus
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Configuring metrics endpoint

By default, it will accept HTTP requests on port 9283 on all IPv4 and IPv6 addresses on the
host. However this can configured using the fFollowing ceph-mgr config keys to fine tune to
requirements.

ceph config set mgr mgr/prometheus/server_addr <addr>
ceph config set mgr mgr/prometheus/port <port>

For details on how metrics endpoint can be further configured visit Ceph Prometheus mod-
ule®

Configuring Prometheus to scrape MicroCeph

Prometheus uses YAML file based configuration of scrape targets. While Prometheus sup-
ports an extensive list of configurations that is out of the scope of this document. For details
visit Prometheus configuration'®

A simple configuration file is provided below:

# microceph.yaml
global:
external_labels:
monitor: 'microceph’

# Scrape Job
scrape_configs:

- job_name: 'microceph'

# Ceph's default for scrape_interval is 15s.
scrape_1interval: 15s

# List of all the ceph-mgr instances along with default (or configured) port.

static_configs:
- targets: ['10.245.165.103:9283"', '10.245.165.205:9283"', '10.245.165.94:9283"']

Start Prometheus with provided configuration file.

prometheus --config.file=microceph.yaml

The default port used is 9090 hence collected metrics can be observed at <prometheus_
addr>:9090 as:

° https://docs.ceph.com/en/quincy/mgr/prometheus/
0 https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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O Enable query history

ceph_bluefs_read_disk_bytes

Graph ~ Console

1111111

ceph_biuefs_read_cisk_bytes{ceph_daemon="0sd.2" insiance="10.245.165.103:9876" ob="microceph
Add Graph

Fig. 2: A Prometheus console displaying scraped metric from MicroCeph cluster.

Enabling Prometheus Alertmanager alerts
Pre-Requisite

In order to configure alerts, your MicroCeph deployment must enable metrics collections
with Prometheus. Follow this How-To (page 21) if you haven't configured it. Also, Alertman-
ager is distributed as a separate binary which should be installed and running.

Introduction

Prometheus Alertmanager handles alerts sent by the Prometheus server. It takes care of
deduplicating, grouping, and routing them to the correct receiver integration such as email.
It also takes care of silencing and inhibition of alerts.

Alerts are configured using Alerting Rules'. These rules allows the user to define alert con-
ditions using Prometheus expressions. Ceph is designed to be configurable with Alertman-
ager, you can use the default set of alerting rules provided below to get basic alerts from
your MicroCeph deployments.

The default alert rules can be downloaded from here

" https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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Configuring Alert rules

Alerting rules and Alertmanager targets are configured in Prometheus using the same config
file we used to configure scraping targets.

A simple configuration file with scraping targets, Alertmanager and alerting rules is provided
below:

# microceph.yaml
global:
external_labels:
monitor: 'microceph’

# Scrape Job
scrape_configs:
- job_name: 'microceph'

# Ceph's default for scrape_interval is 15s.
scrape_interval: 15s

# List of all the ceph-mgr instances along with default (or configured) port.
static_configs:
- targets: ['10.245.165.103:9283"', '10.245.165.205:9283"', '10.245.165.94:9283"']

rule_files: # path to alerting rules file.
- [/home/ubuntu/prometheus_alerts.yaml

alerting:
alertmanagers:
- static_configs:
- targets: # Alertmanager <HOST>:<PORT>
- "10.245.167.132:9093"

Start Prometheus with provided configuration file.

prometheus --config.file=microceph.yaml

Click on the ‘Alerts’ tab on Prometheus dashboard to view the configured alerts:

Look we already have an active ‘CephHealthWarning’ alert! (shown in red) while the other
configured alerts are inactive (shown in green). Hence, Alertmanager is configured and work-

ing.

Enabling additional service instances
To ensure a base level of resiliency, MicroCeph will always try to enable a sufficient number
of instances for certain services in the cluster. This number is set to three by default.
The services affected by this include:
« MON (Monitor service'?)

« MDS (Metadata service'?)

12 https://docs.ceph.com/en/latest/man/8/ceph-mon/
'3 https://docs.ceph.com/en/latest/man/8/ceph-mds/
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* MGR (Manager service'?)

Cluster designs that call for extra service instances, however, can be satisfied by manual
means. In addition to the above-listed services, the following service can be added manu-
ally to a node:

+ RGW (RADOS Gateway service?)

This is the purpose of the enable command. It manually enables a new instance of a service
on a node.

The syntax is:

sudo microceph enable <service> --target <destination> ..

Where the service value is one of ‘mon’, ‘mds’, ‘mgr’, and ‘rgw’. The destination is a node
name as discerned by the output of the status command:

sudo microceph status

For a given service, the enable command may support extra parameters. These can be dis-
covered by querying for help for the respective service:

sudo microceph enable <service> --help

Example: enable an RGW service

First check the status of the cluster to get node names and an overview of existing services:

sudo microceph status

MicroCeph deployment summary:
- nodel-2c3eb4le-14e8-465d-9877-df36f5d80922 (10.111.153.78)
Services: mds, mgr, mon, osd
Disks: 3
- workbook (192.168.29.152)
Services: mds, mgr, mon
Disks: @

View any possible extra parameters for the RGW service:

sudo microceph enable rgw --help

To enable the RGW service on node1 and specify a value for extra parameter port:

sudo microceph enable rgw --target nodel --port 8080

Finally, view cluster status again and verify expected changes:

sudo microceph status

MicroCeph deployment summary:
- nodel (10.111.153.78)

(continues on next page)

4 https://docs.ceph.com/en/latest/mgr/
15> https://docs.ceph.com/en/latest/radosgw/
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(continued from previous page)
Services: mds, mgr, mon, rgw, osd
Disks: 3
- workbook (192.168.29.152)
Services: mds, mgr, mon
Disks: 0

2.2.3. Interacting with your cluster

Manage your cluster: find steps on how to configure the log level,remove disks, migrate ser-
vices and more.

Changing the log level

By default, the MicroCeph daemon runs with the log level set to DEBUG. While that is the
desirable behaviour for a good number of use cases, there are instances when this level is
far too high - for example, embedded devices where storage is much more limited. For these
reasons, the MicroCeph daemon exposes a way to both get and set the log level.

Configuring the log level

MicroCeph includes the command log, with the sub-commands set-level and get-level.
When setting, we support both string and integer formats for the log level. For example:

sudo microceph log set-level warning
sudo microceph log set-level 3

Both commands are equivalent. The mapping from integer to string can be consulted by
querying the help for the set-level sub-command. Note that any changes made to the log
level take effect immediately, and need no restarts.

On the other hand, the get-level sub-command takes no arguments and returns an integer
level only. Any value returned by get-level can be used for set-level.

For example, after setting the level as shown in the example, we can verify in this way:

sudo microceph log get-level
3

Migrating automatically-provisioned services
MicroCeph deploys automatically-provisioned Ceph services when needed. These services
include:

« MON - Monitor service'®

+ MDS - Metadata service’

* MGR - Manager service'8

16 https://docs.ceph.com/en/latest/man/8/ceph-mon/
" https://docs.ceph.com/en/latest/man/8/ceph-mds/
'8 https://docs.ceph.com/en/latest/mgr/
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It can however be useful to have the ability to move (or migrate) these services from one
node to another. This may be desirable during a maintenance window for instance where
these services must remain available.

This is the purpose of the cluster migrate command. It enables automatically-provisioned
services on a target node and disables them on the source node.

The syntax is:

sudo microceph cluster migrate <source> <destination>

Where the source and destination are node names that are available via the status command:

sudo microceph status

Post-migration, the status command can also be used to verify the distribution of services
among nodes.

Notes:

* It's not possible, nor useful, to have more than one instance of an automatically-
provisioned service on any given node.

» RADOS Gateway services are not considered to be of the automatically-provisioned
type; they are enabled and disabled explicitly on a node.

Removing a disk

Overview

There are valid reasons for wanting to remove a disk from a Ceph cluster. A common use case
is the need to replace one that has been identified as nearing its shelf life. Another example
is the desire to scale down the cluster through the removal of a cluster node (machine).

The following resources provide extra context to the disk removal operation:

e the Cluster scaling (page 63) page

* the disk (page 50) command reference

This feature is currently only supported in channel latest/edge of the microceph snap.

Procedure

First get an overview of the cluster and its OSDs:

ceph status

Example output:
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cluster:
id: cf16e5a8-26b2-4f9d-92be-dd3ac9602ebf
health: HEALTH_OK

services:
mon: 3 daemons, quorum node-01,node-02,node-03 (age 41h)
mgr: node-01(active, since 41h), standbys: node-02, node-03
osd: 5 osds: 5 up (since 22h), 5 in (since 22h); 1 remapped pgs

data:
pools: 1 pools, 1 pgs
objects: 2 objects, 577 KiB
usage: 105 MiB used, 1.9 TiB / 1.9 TiB avail
pgs: 2/6 objects misplaced (33.333%)
1 active+clean+remapped

Then determine the ID of the OSD associated with the disk with the (native Ceph) ceph osd
tree command:

ceph osd tree

Sample output:

ID CLASS WEIGHT TYPE NAME STATUS REWEIGHT PRI-AFF
-1 1.87785 root default

-5 1.81940 host node-mees

3 0.90970 0sd.3 up 1.00000 1.00000
4 0.90970 osd.4 up 1.00000 1.00000
-2 0.01949 host node-01

0 0.01949 0sd.0 up 1.00000 1.00000
-3 0.01949 host node-02

1 0.01949 osd.1 up 1.00000 1.00000
-4 0.01949 host node-03

2 0.01949 0sd.2 up 1.00000 1.00000

Let's assume that our target disk is on host ‘node-mees’ and has an associated OSD whose ID
is ‘osd.4".

To remove the disk:

sudo microceph disk remove osd.4

Verify that the OSD has been removed:

ceph osd tree

Output:

ID CLASS WEIGHT TYPE NAME STATUS REWEIGHT PRI-AFF
-1 0.96815 root default

-5 0.90970 host node-mees

3 hdd 0.90970 0sd.3 up 1.00000 1.00000
-2 0.01949 host node-01

0 hdd 0.01949 0sd.0 up 1.00000 1.00000
-3 0.01949 host node-02

1 hdd 0.01949 osd.1 up 1.00000 1.00000

(continues on next page)
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(continued from previous page)

-4 0.01949 host node-03
2 hdd 0.01949 0sd.2 up 1.00000 1.00000

Finally, confirm cluster status and health:

ceph status

Output:

cluster:
id: cf16e5a8-26b2-4f9d-92be-dd3ac9602ebf
health: HEALTH_OK

services:
mon: 3 daemons, quorum node-01,node-02,node-03 (age 4m)
mgr: node-01(active, since 4m), standbys: node-02, node-03
osd: 4 osds: 4 up (since 4m), 4 in (since 4m)

data:
pools: 1 pools, 1 pgs
objects: 2 objects, 577 KiB

usage: 68 MiB used, 991 GiB / 992 GiB avail
pgs: 1 active+clean

Perform cluster maintenance

Overview

MicroCeph provides a simple and consistent workflow to support maintenance activity.

Before proceeding, please refer to the Cluster maintenance (page 63) to understand its func-
tionality and impact.

Enabling Cluster Maintenance

To review the action plan for enabling maintenance mode, run

microceph cluster maintenance enter <node> --dry-run

If you only want to verify if the node is ready for maintenance operations, run

microceph cluster maintenance enter <node> --check-only

By default, noout is set when entering maintenance mode. To disable noout to enable data
migration during maintenance, run

microceph cluster maintenance enter <node> --set-noout=False

By default, OSDs on the node are not stopped during maintenance mode, To stop the OSD
service on the node during maintenance, run
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microceph cluster maintenance enter <node> --stop-osds

You can also forcibly bring a node into maintenance mode or ignore the safety checks if you
know what you are doing, butit's generally not recommended asit’s not guaranteed the node
is ready for maintenance operations.

# Forcibly enter maintenance mode
microceph cluster maintenance enter <node> --force

# Ignore safety checks when entering maintenance mode
microceph cluster maintenance enter <node> --ignore-check

Disabling Cluster Maintenance

To review the action plan for disabling maintenance mode, run

microceph cluster maintenance exit <node> --dry-run

To bring a node out of maintenance, run

microceph cluster maintenance exit <node>

2.2.4. Managing a remote cluster

Make MicroCeph aware of a remote cluster and configure replication for RBD pools and im-
ages.

Import a remote MicroCeph cluster

MicroCeph supports adding secondary MicroCeph clusters as remote clusters. This creates
$remote.conf/$remote.keyring fFiles in the snap’s config directory allowing users (and micro-
ceph) to perform ceph operations on the remote clusters.

This also enables capabilities like replication to remote clusters by exposing required remote
cluster details to MicroCeph and Ceph.

Working with remote MicroCeph clusters
Assume Primary cluster (named magical) and Secondary cluster (named simple). An operator
can generate the cluster token at the secondary cluster as follows:

sudo microceph cluster export magical
eyImc21kIjoiN2FiZmMwYmItNjIwNCOOM2FmLTg4NDQtMjg3NDg20GN1YTcOIiwia2V5cmluZy5jbGl1bnQubWFnaWNhbCI6IkFRQONId

At the primary cluster, this token can be imported to create the remote record.
sudo microceph remote import simple

eyImc21lkIjoiN2FiZmMwYmItNjIwNCOOM2FmLTg4NDQtMjg3NDg20GN1YTcOIiwia2V5cmluZy5jbGl1bnQubWFnaWNhbCI6IkFRQONId
--local-name magical
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This will create the required $simple.conf and $simple.keyring files. Note: Importing a re-
mote cluster is a uni-directional operation. For symmetric relations both clusters should be
added as remotes at each other.

Check remote ceph cluster status

sudo ceph -s --cluster simple --id magical
cluster:

id: 7abfcObb-6204-43af-8844-2874868cba74
health: HEALTH_OK

services:
mon: 1 daemons, quorum simple-reindeer (age 18m)
mgr: simple-reindeer(active, since 18m)
osd: 3 osds: 3 up (since 17m), 3 in (since 17m)

data:
pools: 4 pools, 97 pgs
objects: 4 objects, 449 KiB
usage: 81 MiB used, 15 GiB / 15 GiB avail
pgs: 97 active+clean

Note: Ceph commands can be invoked on the remote cluster by providing the necessary
Scluster and Sclient.id names.

Similarly, configured remote clusters can be queried as follows

sudo microceph remote list
ID REMOTE NAME LOCAL NAME
1 simple magical

and can be removed as

sudo microceph remote remove simple

Configure RBD replication

MicroCeph supports asynchronously replicating (mirroring) RBD images to a remote cluster.

An operator can enable this on any rbd image, or a whole pool. Enabling it on a pool enables
it for all the images in the pool.

Prerequisites

1. A primary and a secondary MicroCeph cluster, for example named “primary_cluster”
and “secondary_cluster”

2. primary_cluster hasimported configurations from secondary_cluster and vice versa. re-
fer to import remote (page 31)

3. Both clusters have 2 rbd pools: pool_one and pool_two.

4. Both pools at cluster “primary_cluster” have 2 images each (image_one and image_two)
while the pools at cluster “secondary_cluster” are empty.
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Enable RBD replication

An operator can enable replication for a given rbd pool which is present at both clusters as
sudo microceph replication enable rbd pool_one --remote secondary_cluster

Here, pool_one is the name of the rbd pool and it is expected to be present at both the clus-
ters.

Check RBD replication status

The above command will enable replication for ALL the images inside pool_one, it can be
checked as:

sudo microceph replication status rbd pool_one

kT T Hmm e +
| SUMMARY | HEALTH |

R Fommmme R Fommmmme- +

| Name | pool_one | Replication | OK |

| Mode | pool | Daemon | OK

| Image Count | 2 | Image | OK

R T Fmmmmme - T Hmmmmmae +

R T Fommmmee e R e +
| REMOTE NAME | DIRECTION | UUID |
R e B R +
| secondary_cluster | rx-tx | f25af3c3-f405-4159-a5c4-220c01d27507 |
Fmmmm e Fmmmmm e R T R +

The status shows that there are 2 images in the pool which are enabled for mirroring.

Listing all RBD replication images

An operator can list all the images that have replication (mirroring) enabled as follows:

sudo microceph replication list rbd

e e R R +
| POOL NAME | IMAGE NAME | IS PRIMARY | LAST LOCAL UPDATE |
Fmmmmm e Fmmmmm e Hmmmmm e T TP +
| pool_one | image_one | true | 2024-10-08 13:54:49 |
| pool_one | image_two | true | 2024-10-08 13:55:19 |
| pool_two | image_one | true | 2024-10-08 13:55:12 |
| pool_two | image_two | true | 2024-10-08 13:55:07 |
Hmmmmmmmeae T T TP +
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Disabling RBD replication

In some cases, it may be desired to disable replication. A single image ($pool/$Simage) or a
whole pool ($pool) can be disabled in a single command as follows:

Disable Pool replication: .. code-block:: none

sudo mlcroceph repllcatlon disable rbd pool one sudo microceph replication list rbd +—
| POOL NAME | IMAGE NAME | IS PRIMARY
| LAST LOCAL UPDATE | + : + | pool_two | im-
age_one | true | 2024-10-08 13:55:12 | | pool_ two | image_two | true | 2024 10-08 13:55:07

| T } } t }

Disable Image replication: .. code-block:: none

sudo microceph replication dlsable rbd pool_two/image_two sudo microceph replica-
tion list rbd + : . + | POOL NAME | IMAGE NAME
| IS PRIMARY | LAST LOCAL UPDATE | 4 - . . F

pool_two | image_one | true | 2024-10-08 13:55:12 | +
_

Perform failover for replicated RBD resources

In case of a disaster, all replicated RBD pools can be failed over to a non-primary remote.

An operator can perform promotion on a non-primary cluster, this will in turn promote all
replicated rbd images in all rbd pools and make them primary. This enables them to be con-
sumed by VMs and other workloads.

Prerequisites

1. A primary and a secondary MicroCeph cluster, for example named “primary_cluster”
and “secondary_cluster”

2. primary_cluster hasimported configurations from secondary_cluster and vice versa. re-
fer to import remote (page 31)

3. RBD replication is configured for at least 1 rbd image. refer to configure rbd replication
(page 32)
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Failover to a non-primary remote cluster

List all the resources on ‘secondary_cluster’ to check primary status.

sudo microceph replication list rbd

R Fommmm e R T +
| POOL NAME | IMAGE NAME | IS PRIMARY | LAST LOCAL UPDATE |
focoscscosos focoscsccsase foccscoscsoss focosccooccssocasasoos +
| pool_one | image_one | false | 2024-10-14 09:03:17 |
| pool_one | image_two | false | 2024-10-14 09:03:17 |
Fommmme Fommmmm e R R +

An operator can perform cluster wide promotion as follows:
sudo microceph replication promote --remote primary_cluster --yes-i-really-mean-it
Here, <remote> parameter helps microceph filter the resources to promote. Since promotion

of secondary_cluster may cause a split-brain condition in future, it is necessary to pass —yes-
i-really-mean-it flag.

Verify RBD replication primary status

List all the resources on ‘secondary_cluster’ again to check primary status.

sudo microceph replication status rbd pool_one

e e R R +
| POOL NAME | IMAGE NAME | IS PRIMARY | LAST LOCAL UPDATE |
focoocscoooe focoscoscsose foccscosososs focosccooocssocasosoos +
| pool_one | image_one | true | 2024-10-14 09:06:12 |
| pool_one | image_two | true | 2024-10-14 09:06:12 |
R Fommmm e R T +

The status shows that there are 2 replicated images and both of them are now primary.

Failback to old primary

Once the disaster struck cluster (primary_cluster) is back online the RBD resources can be
failed back to it, but, by this time the RBD images at the current primary (secondary_cluster)
would have diverged from primary_cluster. Thus, to have a clean sync, the operator must de-
cide which cluster would be demoted to the non-primary status. This cluster will then receive
the RBD mirror updates from the standing primary.

Note: Demotion can cause data loss and hence can only be performed with the ‘yes-i-really-
mean-it’ flag.

At primary_cluster (was primary before disaster), perform demotion. .. code-block:: none
sudo microceph replication demote —-remote secondary_cluster failed to process de-
mote_replication request for rbd: demotion may cause data loss on this cluster. If you

understand the RISK and you're ABSOLUTELY CERTAIN that is what you want, pass —yes-i-
really-mean-it.
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Now, again at the ‘primary_cluster’, perform demotion with —yes-i-really-mean-it flag. .. code-
block:: none

sudo microceph replication demote -remote secondary_cluster -yes-i-really-mean-it
Note: MicroCeph with demote the primary pools and will issue a resync for all the mirroring

images, hence it may cause data loss at the old primary cluster.

2.2.5. Upgrading your cluster

Follow these steps carefully to perform a major upgrade.

Major Upgrades

Overview

This guide provides step-by-step instructions on how to upgrade your MicroCeph cluster to a
new major release.

Follow these steps carefully to prevent to ensure a smooth transition.

In the code examples below an upgrade to the Squid stable release is shown. The procedure
should apply to any major release upgrade in a similar way however.

Procedure
Prerequisites

Firstly, before initiating the upgrade, ensure that the cluster is healthy. Use the below com-
mand to check the cluster health:

sudo ceph -s

Note: Do not start the upgrade if the cluster is unhealthy.

Secondly, review the release notes (page 58) to check for any version-specific information.

Optional but Recommended: Preparation Steps

Carry out these precautionary steps before initiating the upgrade:

1. Back up your data: as a general precaution, it is recommended to take a backup of your
data (such as stored S3 objects, RBD volumes, or CephFS filesystems).

2. Prevent OSDs from dropping out of the cluster: Run the following command to avoid
OSDs from unintentionally dropping out of the cluster during the upgrade process:

sudo ceph osd set noout
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Upgrading Each Cluster Node

Ifyour cluster is healthy, proceed with the upgrade by refreshing the snap on each node using
the following command:

sudo snap refresh microceph --channel squid/stable

Be sure to perform the refresh on every node in the cluster.

Verifying the Upgrade

Once the upgrade process is done, verify that all components have been upgraded correctly.
Use the following command to check:

sudo ceph versions

Unsetting Noout
If you had previously set noout, unset it with this command:
sudo ceph osd unset noout

You have now successfully upgraded your Ceph cluster.

2.2.6. Consuming cluster storage

Follow these guides to learn how to make use of the storage provided by your cluster.

Mount MicroCeph backed Block Devices

Ceph RBD (RADOS Block Device) are virtual block devices backed by the Ceph storage cluster.
This tutorial will guide you with mounting Block devices using MicroCeph.

The above will be achieved by creating an rbd image on the MicroCeph deployed Ceph cluster,
mapping it on the client machine, and then mounting it.

MicroCeph as an isolated snap cannot perform certain elevated operations like mapping
the rbd image to the host. Therefore, it is recommended to use the client tools as de-
scribed in this documentation, even if the client machine is the MicroCeph node itself.

37 of 86



Canonical
MicroCeph Operations:

Check Ceph cluster’s status:

$ sudo ceph -s

cluster:
id: 90457806-3798-47f2-acal-a8a93739941a
health: HEALTH_OK

services:
mon: 1 daemons, quorum workbook (age 36m)
mgr: workbook(active, since 50m)
osd: 3 osds: 3 up (since 17m), 3 in (since 47m)

data:
pools: 2 pools, 33 pgs
objects: 21 objects, 13 MiB
usage: 94 MiB used, 12 GiB / 12 GiB avail
pgs: 33 active+clean

Create a pool for RBD images:

$ sudo ceph osd pool create block_pool
pool 'block_pool' created

$ sudo ceph osd lspools
1 .mgr
2 block_pool

$ sudo rbd pool init block_pool

Create RBD image:

$ sudo rbd create bd_foo --size 8192 --image-feature layering -p block_pool
$ sudo rbd list -p block_pool
bd_foo

Client Operations:

Download ‘ceph-common’ package:

$ sudo apt install ceph-common

This step is required even if the client machine is a MicroCeph node itself.
Fetch the ceph.conf and ceph.keyring file:

Ideally, a keyring file for any Cephx user which has access to RBD devices will work. For the
sake of simplicity, we are using admin keys in this example.

$ cat /var/snap/microceph/current/conf/ceph.conf
# # Generated by MicroCeph, DO NOT EDIT.
[global]

run dir = /var/snap/microceph/1039/run

fsid = 90457806-a798-47f2-acal-a8a93739941a

(continues on next page)
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(continued from previous page)
mon host = 192.168.X.Y
public_network = 192.168.X.Y/24
auth allow insecure global id reclaim = false
ms bind ipv4 = true
ms bind ipvée = false

$ cat /var/snap/microceph/current/conf/ceph.keyring
# Generated by MicroCeph, DO NOT EDIT.
[client.admin]

key = AQCNTX1mohDfDRAAe3epjquyZGrKATDhL8p3og==

The files are located at the paths shown above on any MicroCeph node. Moving forward, we
will assume that these files are located at mentioned path.

Map the RBD image on client:

$ sudo rbd map \
--image bd_foo \
--name client.admin \
-m 192.168.29.152 \
-k /var/snap/microceph/current/conf/ceph.keyring \
-c /var/snap/microceph/current/conf/ceph.conf \
-p block_pool \
/dev/rbdo

$ sudo mkfs.ext4 -m@ /dev/rbdo
mke2fs 1.46.5 (30-Dec-2021)
Discarding device blocks: done
Creating filesystem with 2097152 4k blocks and 524288 inodes
Filesystem UUID: ldeeef7b-ceaf-4882-307a-07a28b5b2590
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632

Allocating group tables: done

Writing inode tables: done

Creating journal (16384 blocks): done

Writing superblocks and filesystem accounting information: done

Mount the device on a suitable path:
$ sudo mkdir /mnt/new-mount

$ sudo mount /dev/rbd® /mnt/new-mount
$ cd /mnt/new-mount

With this, you now have a block device mounted at /mnt/new-mount on your client machine
that you can perform IO to.
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Perform 10 and observe the ceph cluster:

Write a file on the mounted device:

$ sudo dd if=/dev/zero of=random.img count=1 bs=10M
10485760 bytes (10 MB, 10 MiB) copied, 0.0176554 s, 594 MB/s
$ 11

-rw-r--r-- 1 root root 10485760 Jun 24 17:02 random.img

Ceph cluster state post 10:

$ sudo ceph -s

cluster:
id: 90457806-a798-47f2-acal-a8a93739941a
health: HEALTH_OK

services:
mon: 1 daemons, quorum workbook (age 37m)
mgr: workbook(active, since 51m)
osd: 3 osds: 3 up (since 17m), 3 in (since 48m)

data:
pools: 2 pools, 33 pgs
objects: 24 objects, 23 MiB
usage: 124 MiB used, 12 GiB / 12 GiB avail
pgs: 33 active+clean

Comparing the ceph status output before and after writing the file shows that the Micro-
Ceph cluster has grown by 30MiB which is thrice the size of the file we wrote (10MiB). This is
because MicroCeph configures 3 way replication by default.

Mount MicroCeph backed CephFs shares
CephFs (Ceph Filesystem) are filesystem shares backed by the Ceph storage cluster. This tu-
torial will guide you with mounting CephFs shares using MicroCeph.

The above will be achieved by creating an fs on the MicroCeph deployed Ceph cluster, and
then mounting it using the kernel driver.

MicroCeph Operations:

Check Ceph cluster’s status:

$ sudo ceph -s

cluster:
id: 90457806-a798-47f2-acal-a8a93739941a
health: HEALTH_OK

services:

mon: 1 daemons, quorum workbook (age 6h)
(continues on next page)
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(continued from previous page)

mgr: workbook(active, since 6h)
osd: 3 osds: 3 up (since 6h), 3 in (since 23h)

data:
pools: 4 pools, 97 pgs
objects: 46 objects, 23 MiB
usage: 137 MiB used, 12 GiB / 12 GiB avail
pgs: 97 active+clean

Create data/metadata pools for CephFs:

$ sudo ceph osd pool create cephfs_meta
$ sudo ceph osd pool create cephfs_data

Create CephFs share:

$ sudo ceph fs new newFs cephfs_meta cephfs_data

new fs with metadata pool 4 and data pool 3

$ sudo ceph fs 1s

name: newFs, metadata pool: cephfs_meta, data pools: [cephfs_data ]

Client Operations:

Download ‘ceph-common’ package:

$ sudo apt install ceph-common

This step is required for mount. ceph i.e. making mount aware of ceph device type.
Fetch the ceph.conf and ceph.keyring file:

Ideally, a keyring file for any Cephx user which has access to CephFs will work. For the sake
of simplicity, we are using admin keys in this example.

$ pwd

/var/snap/microceph/current/conf

$ s

ceph.client.admin.keyring ceph.conf ceph.keyring metadata.yaml

The files are located at the paths shown above on any MicroCeph node. The kernel driver,
by-default looks into /etc/ceph so we will create symbolic links to that folder.

$ sudo 1ln -s /var/snap/microceph/current/conf/ceph.keyring /etc/ceph/ceph.keyring
$ sudo ln -s /var/snap/microceph/current/conf/ceph.conf /etc/ceph/ceph.conf
$ 11 /etc/ceph/

lrwxrwxrwx 1 root root 42 Jun 25 16:28 ceph.conf -> /var/snap/microceph/current/conf/
ceph.conf
lrwxrwxrwx 1 root root 45 Jun 25 16:28 ceph.keyring -> /var/snap/microceph/current/

conf/ceph.keyring

Mount the filesystem:

41 of 86



Canonical

$ sudo mkdir /mnt/mycephfs
$ sudo mount -t ceph :/ /mnt/mycephfs/ -o name=admin,fs=newFs

Here, we provide the Cephx user (admin in our example) and the fs created earlier (newFs).

With this, you now have a CephFs mounted at /mnt/mycephfs on your client machine that you
can perform IO to.

Perform 10 and observe the ceph cluster:

Write a file;

$ cd /mnt/mycephfs
$ sudo dd if=/dev/zero of=random.img count=1 bs=56M
52428800 bytes (52 MB, 50 MiB) copied, 0.0491968 s, 1.1 GB/s

$ 1

-rw-r--r-- 1 root root 52428800 Jun 25 16:04 random.img

Ceph cluster state post 10:

$ sudo ceph -s

cluster:
id: 90457806-a798-47f2-acal-a8a93739941a
health: HEALTH_OK

services:
mon: 1 daemons, quorum workbook (age 8h)
mgr: workbook(active, since 8h)
mds: 1/1 daemons up
osd: 3 osds: 3 up (since 8h), 3 in (since 25h)

data:
volumes: 1/1 healthy
pools: 4 pools, 97 pgs
objects: 59 objects, 73 MiB
usage: 287 MiB used, 12 GiB / 12 GiB avail
pgs: 97 active+clean

We observe that the cluster usage grew by 150 MiB which is thrice the size of the file written
to the mounted share. This is because MicroCeph configures 3 way replication by default.

2.3. Reference

Our Reference section provides technical details about MicroCeph, such as reference infor-
mation about the command line interface and notes on major MicroCeph releases.
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2.3.1. CLI Commands

MicroCeph has a command line interface that can be used to manage a client and the cluster,
as well as query the status of any current deployment. Each command is documented sepa-
rately, or use the help argument from the command line to learn more about the commands
while working with MicroCeph, with microceph help.

MicroCeph CLI Commands

Use these commands to initialise, deploy and manage your MicroCeph cluster.

client

Manages MicroCeph clients
Usage:

microceph client [flags]
microceph client [command]

Available commands:

config Manage Ceph Client configs

Global options:

-d, --debug Show all debug messages

-h, --help Print help
--state-dir Path to store state information

-v, --verbose Show all information messages
--version Print version number

config

Manages Ceph Cluster configs.
Usage:

microceph cluster config [flags]
microceph cluster config [command]

Available Commands:

get Fetches specified Ceph Client config
list Lists all configured Ceph Client configs
reset Removes specified Ceph Client configs
set Sets specified Ceph Client config
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config set

Sets specified Ceph Client config

Usage:

microceph client config set <Key> <Value> [flags]

Flags:

--target string Specify a microceph node the provided config should be applied to.

(default "*")
--wait Wait for configs to propagate across the cluster. (default true)

config get

Fetches specified Ceph Client config
Usage:

microceph client config get <key> [flags]
Flags:

--target string Specify a microceph node the provided config should be applied to.
(default "*")

config list

Lists all configured Ceph Client configs
Usage:

microceph client config list [flags]

Flags:

--target string Specify a microceph node the provided config should be applied to.
(default "=*")

config reset

Removes specified Ceph Client configs
Usage:

microceph client config reset <key> [flags]

Flags:
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--target string Specify a microceph node the provided config should be applied
to. (default "*")
--wait Wait for required ceph services to restart post config reset.

(default true)
--yes-i-really-mean-it Force microceph to reset all client config records for given key.

cluster

Manages the MicroCeph cluster.
Usage:

microceph cluster [flags]
microceph cluster [command]

Available commands:

add Generates a token for a new server
bootstrap Sets up a new cluster
config Manage Ceph Cluster configs
export Generates cluster token for given Remote cluster
join Joins an existing cluster
list List servers in the cluster
maintenance Enter or exit the maintenance mode.
migrate Migrate automatic services from one node to another
remove Removes a server from the cluster
sql Runs a SQL query against the cluster database
Global options:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
add

Generates a token for a new server

Usage:
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microceph cluster add <NAME> [flags]

bootstrap

Sets up a new cluster
Usage:

microceph cluster bootstrap [flags]

Flags:

--microceph-1ip string Network address microceph daemon binds to.
--mon-ip string Public address for bootstrapping ceph mon service.
--public-network string Public network Ceph daemons bind to.
--cluster-network string Cluster network Ceph daemons bind to.

config

Manages Ceph Cluster configs.
Usage:

microceph cluster config [flags]
microceph cluster config [command]

Available Commands:

get Get specified Ceph Cluster config
list List all set Ceph level configs
reset Clear specified Ceph Cluster config
set Set specified Ceph Cluster config
config get

Gets specified Ceph Cluster config.
Usage:

microceph cluster config get <key> [flags]
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config list

Lists all set Ceph level configs.
Usage:

microceph cluster config list [flags]

config reset

Clears specified Ceph Cluster config.

Usage:

microceph cluster config reset <key> [flags]
Flags:

--walt Wait for required ceph services to restart post config reset.
--skip-restart Don't perform the daemon restart for current config.

config set

Sets specified Ceph Cluster config.

Usage:

microceph cluster config set <Key> <Value> [flags]
Flags:

--walt Wait for required ceph services to restart post config set.
--skip-restart Don't perform the daemon restart for current config.

export

Generates cluster token for Remote cluster with given name.
Usage:

microceph cluster export <remote-name> [flags]

Flags:

--json  output as json string
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join

Joins an existing cluster.

Usage:

microceph cluster join <TOKEN> [flags]

Flags:

--microceph-ip string Network address microceph daemon binds to.

list

Lists servers in the cluster.
Usage:

microceph cluster list [flags]

maintenance

Enter or exit the maintenance mode.
Usage:

microceph cluster maintenance [flags]
microceph cluster maintenance [command]

Available Commands:

enter Enter maintenance mode.
exit Exit maintenance mode.

maintenance enter

Enter maintenance mode.
Usage:

microceph cluster maintenance enter <NODE_NAME> [flags]

Flags:

- -check-only Only run the preflight checks (mutually exclusive with --ignore-check).
--dry-run Dry run the command.

--force Force to enter maintenance mode.

--ignore-check  Ignore the the preflight checks (mutually exclusive with --check-only).
--set-noout Stop CRUSH from rebalancing the cluster. (default true)

--stop-osds Stop the 0SDS when entering maintenance mode.
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maintenance exit

Exit maintenance mode.
Usage:

microceph cluster maintenance exit <NODE_NAME> [flags]

Flags:
- -check-only Only run the preflight checks (mutually exclusive with --ignore-check).
--dry-run Dry run the command.

--ignore-check  Ignore the the preflight checks (mutually exclusive with --check-only).

migrate

Migrates automatic services from one node to another.
Usage:

microceph cluster migrate <SRC> <DST [flags]

remove

Removes a server from the cluster.
Syntax:

microceph cluster remove <NAME> [flags]

Flags:

-f, --force Forcibly remove the cluster member

sql

Runs a SQL query against the cluster database.
Usage:

microceph cluster sql <query> [flags]
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Disables a feature on the cluster
Usage:

microceph disable [flags]
microceph disable [command]

Available Commands:

rgw Disable the RGW service on this node
Global flags:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
disk

Manages disks in MicroCeph.
Usage:

microceph disk [flags]
microceph disk [command]

Available commands:

add Add a Ceph disk (0SD)

list List servers in the cluster

remove Remove a Ceph disk (0SD)

Global flags:

-d, --debug Show all debug messages

-h, --help Print help
--state-dir Path to store state information

-v, --verbose Show all information messages
--version Print version number

add

Canonical

Adds one or more new Ceph disks (OSDs) to the cluster, alongside optional devices for write-
ahead logging and database management. The command takes arguments which is either
one or more paths to block devices such as /dev/sdb, or a specification for loop Files.

For block devices, add a space separated list of absolute paths, e.g. “/dev/sda /dev/sdb ...".
You may also specify WAL and DB devices referred to by absolute paths. However when
specifying WAL and DB devices you may only add a single OSD block device at a time.
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The specification for loop files is of the form loop,<size>,<nr>

size is an integer with M, G, or T suffixes for megabytes, gigabytes, or terabytes. nr is the
number of file-backed loop OSDs to create. For instance, a spec of loop,8G,3 will create 3
file-backed OSDs, 8GB each.

Note that loop files can’t be used with encryption nor WAL/DB devices.
Usage:

microceph disk add <spec> [flags]

Flags:

--all-available add all available devices as 0SDs

--db-device string The device used for the DB

--db-encrypt Encrypt the DB device prior to use

--db-wipe Wipe the DB device prior to use

--encrypt Encrypt the disk prior to use (only block devices)
--wal-device string The device used for WAL

--wal-encrypt Encrypt the WAL device prior to use

--wal-wipe Wipe the WAL device prior to use

--wipe Wipe the disk prior to use

Only the data device is mandatory. The WAL and DB devices can improve performance
by delegating the management of some subsystems to additional block devices. The WAL
block device stores the internal journal whereas the DB one stores metadata. Using either
of those should be advantageous as long as they are faster than the data device. WAL
should take priority over DB if there isn't enough storage for both.

WAL and DB devices can only be used with data devices that reside on a block device, not
with loop files. Loop files do not support encryption.

list

List servers in the cluster
Usage:

microceph disk list [flags]

remove

Removes a single disk from the cluster.
Usage:

microceph disk remove <osd-id> [flags]

Flags:
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--bypass-safety-checks Bypass safety checks
--confirm-failure-domain-downgrade Confirm failure domain downgrade if required
--timeout int Timeout to wailt for safe removal (seconds) (default:
300)

enable

Enables a feature or service on the cluster.
Usage:

microceph enable [flags]
microceph enable [command]

Available commands:

mds Enable the MDS service on the --target server (default: this server)
mgr Enable the MGR service on the --target server (default: this server)
mon Enable the MON service on the --target server (default: this server)
rgw Enable the RGW service on the --target server (default: this server)
Global flags:
-d, --debug Show all debug messages
-h, --help Print help

--state-dir Path to store state information
-v, --verbose Show all information messages

--version Print version number
mds

Enables the MDS service on the —target server (default: this server).
Usage:

microceph enable mds [--target <server>] [--wailt <bool>] [flags]

Flags:

--target string Server hostname (default: this server)

--walt Wait for mds service to be up. (default true)
mgr

Enables the MGR service on the —target server (default: this server).
Usage:

microceph enable mgr [--target <server>] [--wailt <bool>] [flags]

Flags:
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--target string Server hostname (default: this server)
--walt Wait for mgr service to be up. (default true)

mon

Enables the MON service on the —target server (default: this server).
Usage:

microceph enable mon [--target <server>] [--walt <bool>] [flags]

Flags:

--target string Server hostname (default: this server)

--walt Wait for mon service to be up. (default true)
rgw

Enables the RGW service on the -target server (default: this server).
Usage:

microceph enable rgw [--port <port>] [--ssl-port <port>] [--ssl-certificate <certificate
material>] [--ssl-private-key <private key material>] [--target <server>] [--wait <bool>]
[flags]

Flags:
--port int Service non-SSL port (default: 80) (default 80)
--ssl-port int Service SSL port (default: 443) (default 443)

--ssl-certificate string base64 encoded SSL certificate
--ssl-private-key string base64 encoded SSL private key

--target string Server hostname (default: this server)
--wait Wait for rgw service to be up. (default true)
help

Help provides help for any command in the application. Simply type microceph help [path to
command] for full details.

Usage:

microceph help [command] [flags]

Global flags:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
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Initialises MicroCeph (in interactive mode).
Usage:

microceph init [flags]

Global flags:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
pool

Manages pools in MicroCeph.
Usage:

microceph pool [command]

Available commands:

set-rf Set the replication factor for pools
Global flags:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
set-rf

Canonical

Sets the replication factor for one or more pools in the cluster. The command takes two
arguments: The pool specification (a string) and the replication factor (an integer).

The pool specification can take one of three forms: Either a list of pools, separated by a space,
in which case the replication factor is applied only to those pools (provided they exist). It can
also be an asterisk ("*') in which case the process is applied to all existing pools; or an empty

string (), which sets the default pool size, but doesn’t change any existing pools.

Usage:

microceph pool set-rf <pool-spec> <replication-factor>
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Manage MicroCeph remotes.
Usage:

microceph remote [flags]
microceph remote [command]

Available commands:

import Import external MicroCeph cluster as a remote
list List all configured remotes for the site
remove Remove configured remote
Global options:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number
import

Import external MicroCeph cluster as a remote
Usage:

microceph remote import <name> <token> [flags]
Flags:

--local-name string friendly local name for cluster

list

List all configured remotes for the site
Usage:

microceph remote list [flags]

Flags:

--json  output as json string

Canonical
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remove

Remove configured remote
Usage:

microceph remote remove <name> [flags]

replication
Usage:
microceph replication [command]

Available commands:

configure Configure replication parameters for RBD resource (Pool or Image)

disable Disable replication for RBD resource (Pool or Image)
enable Enable replication for RBD resource (Pool or Image)
list List all configured replications.
status Show RBD resource (Pool or Image) replication status
Global options:
-d, --debug Show all debug messages
-h, --help Print help

--state-dir Path to store state information
-v, --verbose Show all information messages

--version Print version number
enable

Enable replication for RBD resource (Pool or Image)
Usage:

microceph replication enable rbd <resource> [flags]

Flags:

--remote string remote MicroCeph cluster name

--schedule string snapshot schedule in days, hours, or minutes using d, h, m suffix
respectively

--skip-auto-enable do not auto enable rbd mirroring for all images in the pool.
--type string 'journal' or 'snapshot', defaults to journal (default "journal")
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Show RBD resource (Pool or Image) replication status
Usage:

microceph replication status rbd <resource> [flags]

Flags:

--json  output as json string

list

List all configured remotes replication pairs.
Usage:

microceph replication list rbd [flags]

--json output as json string
--pool string RBD pool name

disable

Disable replication for RBD resource (Pool or Image)
Usage:

microceph replication disable rbd <resource> [flags]

--force forcefully disable replication for rbd resource

promote

Promote local cluster to primary

microceph replication promote [flags]

--remote remote MicroCeph cluster name
--force forcefully promote site to primary

Canonical
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demote

Demote local cluster to secondary
Usage:

microceph replication demote [flags]

--remote remote MicroCeph cluster name

status

Reports the status of the cluster.
Usage:

microceph status [flags]

Global flags:
-d, --debug Show all debug messages
-h, --help Print help
--state-dir Path to store state information
-v, --verbose Show all information messages
--version Print version number

2.3.2. Release Notes

The release notes section provides details on major MicroCeph releases.

Overview

The following provides details on major MicroCeph releases, beginning with the MicroCeph
squid release.

MicroCeph Squid

The Ceph team is happy to announce the release of MicroCeph 19.2.0 (squid). This is the first
stable release in the Squid series of releases.

The MicroCeph squid release can be installed from the squid/stable track.
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* Uses Ceph 19.2.0 (squid)

Support for RBD remote replication

Canonical

OSD support For many additional block device types such as NVMe, partitions, LVM vol-

umes

Improved ipv6 support

Updated dependencies, based off of Ubuntu 24.04

Various fixes and documentation improvements

Important Changes

For added security, MicroCeph now checks hostnames upon cluster joining. This means that
the name used when running microceph cluster add <name> must match the hostname of the
node where microceph cluster join is being run. If the hostname does not match joining the
node will fail, and log a message Joining server certificate SAN does not contain join token name
to syslog.

Known Issues

iSCSI users are advised that the upstream developers of Ceph encountered a bug during an
upgrade from Ceph 19.1.1 to Ceph 19.2.0. Read Tracker Issue 68215 before attempting an
upgrade to 19.2.0.

List of pull requests

#4671°:
#46620:
#4640
#4632
#462%3:
#461%%;
#460%°:
#45926:

Fix: increase timings for osd release
Adjust ‘verify_health'’ iterations
Test: upgrade update

Fix: add python3-packaging

Test: upgrade reef to local build
Test: add reef to squid upgrade test
Improve require-osd-release

Set the ‘require-osd-release’ option on startup

9 https://github.com/canonical/microceph/pull/467
20 https://github.com/canonical/microceph/pull/466
21 https://github.com/canonical/microceph/pull/464
22 https://github.com/canonical/microceph/pull/463
23 https://github.com/canonical/microceph/pull/462
24 https://github.com/canonical/microceph/pull/461
25 https://github.com/canonical/microceph/pull/460
26 https://github.com/canonical/microceph/pull/459
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« #45827: Updated readme.md
» #45728: Modify post-refresh hook to set OSD-release

* #456%°: Make remote replication CLI conformant to CLI guidelines

 #45430; Pin LXD and use microcluster with dqglite LTS
» #4473": Update mods, build from noble

* #44332; Bootstrap: wait for daemon

* #44133; Build from noble-proposed

« #4403%: Remove tutorial section

« #4383%: MicroCeph Remote Replication (3/3): Site Failover/Failback
« #4373°: MicroCeph Remote Replication (2/3): RBD Mirroring

« #4333: Docs: fix indexes
« #43238: Use square brackets around IPv6 in ceph.conf

« #430%°: Adds support for RO cluster configs

 #429%: Move mounting CephFS shares tutorial to how-to section

+ #428%": Move mounting RBD tutorial to how-to section

* #427%: Move multi-node tutorial to how-to section

* #426%: Move multi-node tutorial to how-to section

« #422%: Change tutorial landing page

« #419%: Change explanation landing page

« #418%: Add CephFS to wordlist

» #41747: Move MicroCeph charm to explanation section

« #4168 Fix reference landing page

27 https://github.com/canonical/microceph/pull/458
28 https://github.com/canonical/microceph/pull/457
29 https://github.com/canonical/microceph/pull/456
30 https://github.com/canonical/microceph/pull/454
31 https://github.com/canonical/microceph/pull/447
32 https://github.com/canonical/microceph/pull/443
33 https://github.com/canonical/microceph/pull/441
34 https://github.com/canonical/microceph/pull/440
35 https://github.com/canonical/microceph/pull/438
36 https://github.com/canonical/microceph/pull/437
37 https://github.com/canonical/microceph/pull/433
38 https://github.com/canonical/microceph/pull/432
39 https://github.com/canonical/microceph/pull/430
40 https://github.com/canonical/microceph/pull/429
41 https://github.com/canonical/microceph/pull/428
42 https://github.com/canonical/microceph/pull/427
43 https://github.com/canonical/microceph/pull/426
44 https://github.com/canonical/microceph/pull/422
45 https://github.com/canonical/microceph/pull/419
46 https://github.com/canonical/microceph/pull/418
47 https://github.com/canonical/microceph/pull/417
8 https://github.com/canonical/microceph/pull/416
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 #415%: Move single-node tutorial to how-to section

» #409°%: Fetch current OSD pool configuration over the API

« #407°": Add interfaces: rbd kernel module and support

 #405°2: MicroCeph Remote Replication (1/3): Remote Awareness
» #401°3: doc: remove woke-install as prereq for building the docs
+ #400°*: doc: remove woke-install as prereq for building the docs
* #398°°: MicroCeph Remote Replication (2/3): RBD Mirroring

» #395°6: Use LTS microcluster

2.4. Explanation

The explanatory and conceptual guides in this section provide a better understanding of Mi-
croCeph. They enable you to expand your knowledge and become better at configuring, en-
crypting, managing, deploying and backing up your workloads.

2.4.1. Working with MicroCeph

Understand the steps to take to successfully deploy and manage your Ceph clusters quickly.

Cluster network configurations

Overview

Network configuration is critical for building a high performance Ceph Storage Cluster.

Ceph clients make requests directly to Ceph OSD Daemons i.e. Ceph does not perform re-
quest routing. The OSD Daemons perform data replication on behalf of clients, which means
replication and other factors impose additional loads on Ceph Storage Cluster networks.
Therefore, to enhance security and stability, it can be advantageous to split public and cluster
network traffic so that client traffic Flows on a public net while cluster traffic (For replication
and backfilling) utilises a separate net. This helps to prevent malicious or malfunctioning
clients from disrupting cluster backend operations.

For more details, refer to Ceph Network Config®’.

4 https://github.com/canonical/microceph/pull/415
50 https://github.com/canonical/microceph/pull/409
51 https://github.com/canonical/microceph/pull/407
52 https://github.com/canonical/microceph/pull/405
53 https://github.com/canonical/microceph/pull/401
54 https://github.com/canonical/microceph/pull/400
55 https://github.com/canonical/microceph/pull/398
56 https://github.com/canonical/microceph/pull/395
57 https://docs.ceph.com/en/latest/rados/configuration/network-config-ref/
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Implementation

MicroCeph cluster config subcommands rely on ceph config as the single source of truth
for config values and for getting/setting the configs. After updating (setting/resetting) a
config value, a restart request is sent to other hosts on the MicroCeph cluster for restarting
particular daemons. This is done for the change to take effect.

In a multi-node MicroCeph cluster, restarting the daemons is done cautiously in a syn-
chronous manner to prevent cluster outage. The flow diagram below explains the order of
execution.

cL Microceph Microceph Microceph

Daemon Daemon Daemon
Perform
preliminary
checks

config APl req

If —wait,
executed

synchronously,

Perform else executed
Ceph Config in Go Routine.
Operation

Return to CLI

service restart APl req

Perform
service
restart at
host

service restart API req Perform

service
restart at
host

Perform
service
restart at
host

Fig. 3: Execution flow of config set/reset commands in multi-node MicroCeph deployment
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Maintenance Mode

Overview

Cluster maintenance is important for keeping the Ceph Storage Cluster at a healthy state.

MicroCeph provides a simple and consistent workflow to support maintenance activity. Be-
fore executing any high-risk maintenance operations on a node, operators are strongly rec-
ommended to enable maintenance mode to minimise the impact and ensure system stability.
For more information on how to enable maintenance mode in MicroCeph, please refer to Per-
form cluster maintenance (page 30).

Strategy

Bringing a node into and out of maintenance mode generally follows check-and-apply pat-
tern. We first verify if the node is ready for maintenance operations, then run the steps to
bring the node into or out of maintenance mode if the verification passes. The strategy is
idempotent, you can repeatedly run the steps without any issue.

The strategy is defined as follows:

Enabling maintenance mode

Check if OSDs on the node are ok-to-stop to ensure sufficient redundancy to tolerate
the loss of OSDs on the node.

Check if the number of running services is greater than the minimum (3 MON, 1 MDS, 1
MGR) required for quorum.

(Optional) Apply noout flag to prevent data migration from triggering during the
planned maintenance slot. (default=True)

(Optional) Bring the OSDs down and disable the service (Default=False)

Disabling maintenance mode

« Remove noout flag to allow data migration from triggering after the planned mainte-
nance slot.

* Bring the OSDs up and enable the service

Cluster scaling

Overview

MicroCeph’s scalability is courtesy of its foundation on Ceph, which has excellent scaling ca-
pabilities. To scale out, either add machines to the existing cluster nodes or introduce addi-
tional disks (OSDs) on the nodes.

Note it is strongly recommended to use uniformly-sized machines, particularly with smaller
clusters, to ensure Ceph fully utilises all available disk space.
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Failure Domains

In the realm of Ceph, the concept of failure domains>® comes into play in order to provide data
safety. A failure domainis an entity or a category across which object replicas are spread. This
could be OSDs, hosts, racks, or even larger aggregates like rooms or data centres. The key
purpose of failure domains is to mitigate the risk of extensive data loss that could occur if a
larger aggregate (e.g. machine or rack) crashes or becomes otherwise unavailable.

This spreading of data or objects across various failure domains is managed through the
Ceph's Controlled Replication Under Scalable Hashing (CRUSH>°) rules. The CRUSH algorithm
enables Ceph to distribute data replicas over various failure domains efficiently and without
any central directory, thus providing consistent performance as you scale.

In simple terms, if one component within a failure domain fails, Ceph's built-in redundancy
means your data is still accessible from an alternate location. For instance, with a host-level
failure domain, Ceph will ensure that no two replicas are placed on the same host. This pre-
vents loss of more than one replica should a host crash or get disconnected. This extends to
higher-level aggregates like racks and rooms as well.

Furthermore, the CRUSH rules ensure that data is automatically re-distributed if parts of the
system Fail, assuring the resiliency and high availability of your data.

The flipside is that for a given replication factor and failure domain you will need the appro-
priate number of aggregates. So for the default replication factor of 3 and failure domain at
host level you'll need at least 3 hosts (of comparable size); for failure domain rack you'll need
at least 3 racks, etc.

Failure Domain Management

MicroCeph implements automatic failure domain management at the OSD and host levels. At
the start, CRUSH rules are set for OSD-level failure domain. This makes single-node clusters
viable, provided they have at least 3 OSDs.

Scaling Up

As you scale up, the failure domain automatically will be upgraded by MicroCeph. Once the
clustersizeisincreased to 3 nodes having at least one OSD each, the automatic failure domain
shifts to the host level to safeguard data even if an entire host fails. This upgrade typically
will need some data redistribution which is automatically performed by Ceph.

58 https://en.wikipedia.org/wiki/Failure_domain
59 https://docs.ceph.com/en/latest/rados/operations/crush-map/
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Scaling Down

Similarly, when scaling down the cluster by removing OSDs or nodes, the automatic failure
domain rules will be downgraded, from the host level to the osd level. This is done once a
cluster has less than 3 nodes with at least one OSD each. MicroCeph will ask for confirmation
if such a downgrade is necessary.

Disk removal

The disk (page 50) command (disk remove) is used to remove OSDs.

Automatic failure domain downgrades

The removal operation will abort if it would lead to a downgrade in failure domain. In such a
case, the command'’s --confirm-failure-domain-downgrade option overrides this behaviour
and allows the downgrade to proceed.

Cluster health and safety checks

The removal operation will wait for data to be cleanly redistributed before evicting the OSD.
There may be cases however, such as when a cluster is not healthy to begin with, where the
redistribution of data is not feasible. In such situations, the command’s --bypass-safety-
checks option disable these safety checks.

The --bypass-safety-checks option is intended as a last resort measure only. Its usage
may result in data loss.

Custom Crush Rules

MicroCeph automatically manages two rules, named microceph_auto_osd and micro-
ceph_auto_host respectively; these two rules must not be changed. Users can however freely
set custom CRUSH rules anytime. MicroCeph will respect custom rules and not perform any
automatic updates for these. Custom CRUSH rules can be useful to implement larger Failure
domains such as rack- or room-level. At the other end of the spectrum, custom CRUSH rules
could be used to enforce OSD-level failure domains for clusters larger than 3 nodes.
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Machine Sizing

Maintaining uniformly sized machines is an important aspect of scaling up MicroCeph. This
means machines should ideally have a similar number of OSDs and similar disk sizes. This
uniformity in machine sizing offers several advantages:

1. Balanced Cluster: Having nodes with a similar configuration drives a balanced distribu-
tion of data and load in the cluster. It ensures all nodes are optimally performing and
no single node is overstrained, enhancing the cluster’s overall efficiency.

2. Space Utilisation: With similar sized machines, Ceph can optimally use all available disk
space rather than having some remain underutilised and hence wasted.

3. Easy Management: Uniform machines are simpler to manage as each has similar capa-
bilities and resource needs.

As an example, consider a cluster with 3 nodes with host-level failure domain and replication
factor 3, where one of the nodes has significant lower disk space available. That node would
effectively bottleneck available disk space, as Ceph needs to ensure one replica of each ob-
ject is placed on each machine (due to the host-level failure domain).

Taking Backups for your Workload

The MicroCeph deployed Ceph cluster supports snapshot based backups for Block and File
based workloads.

This document is an index of upstream documentation available For snapshots along with
some bridging commentary to help understand it better.

RBD Snapshots:

Ceph supports creating point in time read-only logical copies. This allows an operator to
create a checkpoint for their workload backup. The snapshots can be exported for external
backup or kept in Ceph for rollback to older version.

Pre-requisites

Refer to How to mount MicroCeph Block Devices (page 37) for getting started with RBD.

Once you have a the block device mounted and in use, you can jump to Ceph RBD Snapshots®®

60 https://docs.ceph.com/en/latest/rbd/rbd-snapshot/
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CephFs Snapshots:

Similar to RBD snapshots, CephFs snapshots are read-only logical copies of any chosen sub-
directory of the corresponding filesystem.

Pre-requisites

Refer to How to mount MicroCeph CephFs shares (page 40) for getting started with CephFs.

Once you have a the filesystem mounted and in use, you can jump to CephFs Snapshots®’

2.4.2. The Snap content interface

Access MicroCeph’s configuration and credentials.

Snap content interface for MicroCeph

Overview

Snap contentinterfaces enable access to a particular directory from a producer snap. The Mi-
croCeph ceph-conf content interface is designed to facilitate access to MicroCeph'’s configu-
ration and credentials. This interface includes information about MON addresses, enabling a
consumer snap to connect to the MicroCeph cluster using this data.

Additionally, the ceph-conf content interface also provides version information of the run-
ning Ceph software.

Usage

The usage of the ceph-conf interface revolves around providing the consuming snap access
to necessary configuration details.

Here is how it can be utilised:

« Connect to the ceph-conf contentinterface to gain access to MicroCeph'’s configuration
and credentials.

e The interface exposes a standard ceph.conf configuration file as well Ceph keyrings
with administrative privileges.

* Use the MON addressesincluded in the configuration to connect to the MicroCeph clus-
ter.

« The interface provides version information that can be used to set up version-specific
clients.

To connect the ceph-conf content interface to a consumer snap, use the following command:

snap connect <consumer-snap-name>:ceph-conf microceph:ceph-conf

61 https://docs.ceph.com/en/latest/dev/cephfs-snapshots/
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Replace <consumer-snap-name> with the name of your consumer snap. Once executed, this
command establishes a connection between the consumer snap and the MicroCeph ceph-
conf interface.

2.4.3. The MicroCeph charm

The MicroCeph charm helps you deploy and manage your MicroCeph deployment with Juju®?.

The MicroCeph charm

The MicroCeph charm is used to incorporate MicroCeph into Juju-managed deployments. It
offers an alternative method for deploying and managing MicroCeph. In effect, the charm
installs the microceph snap. As expected, it provides MicroCeph management via standard
Juju commands (e.g. juju configand juju run).

For more information, see the microceph® entry on the Charmhub.

2.4.4. Security in MicroCeph

Learn about security approaches in MicroCeph, e.g. enabling support for MicroCeph's auto-
matic full disk encryption on OSDs and cryptographic technology used in MicroCeph.

Security overview

Cryptographic approaches in MicroCeph

MicroCeph is a Ceph cluster in a single snap package. The snap is built on top of Ubuntu
Ceph packages, and, therefore, shares some of their security features. This section makes
references to Cryptography in Ubuntu Ceph packages®?.

Snap security features

MicroCeph is distributed as a snap package. Snaps offer some inherent security fFeatures,
including:

« Sandboxing and confinement: snaps are containerized applications that runin a sand-
boxed environment. This isolation is achieved using Linux kernel security features such
as AppArmor, Seccomp, and cgroups. These tools limit the system resources that snaps
can access, preventing unauthorized access to the host system.

« Confinement level: MicroCeph uses strict confinement. This level provides the high-
est security by restricting access to system resources unless explicitly allowed through
interfaces.

* Interfaces and plugs: snaps use interfaces to request specific permissions for access-
ing system resources. This allows for granular access to underlying hosts resources, i.e.
only the resources a specific application requires need to be allowed. Specificresources
that can be used by MicroCeph are discussed in the next section.

62 https://juju.is/
83 https://charmhub.io/microceph
64 https://ubuntu.com/ceph/docs/cryptographic-technologies-in-charmed-ceph

68 of 86


https://juju.is/
https://charmhub.io/microceph
https://ubuntu.com/ceph/docs/cryptographic-technologies-in-charmed-ceph

Canonical

« Updates: snaps offer an easy network-based update mechanism. By default, snaps au-
tomatically upgrade; however a best practice for MicroCeph production deployments is
to hold automatic upgrades so that operators can make use of zero-downtime upgrades
for multi-node clusters.

« Cryptographic signatures: the snap store uses cryptographic signatures to verify the
integrity and authenticity of snaps. This ensures that users download genuine software
that has not been tampered with.

 Secure distribution: The snap store acts as a central repository where snaps are pub-
lished and distributed securely. The store implements both automated checks and man-
ual reviews to ensure the quality and security of the software it hosts.

Resources used by MicroCeph snhaps
Interfaces

MicroCeph snaps can use the following snap interfaces:

 kernel-module-load: to enable loading of Ceph-specific kernel modules, such as the rbd
module.

 ceph-conf: to expose Ceph configuration to cooperating snaps.

* ceph-logs: to allow access to log files.

Plugs

MicroCeph snaps can use the following snap plugs:
* block-devices: for storage
e dm-crypt: for disk encryption
 hardware-observe: for block device detection
* home: provides access to user-supplied configuration and certificates
* microceph-support: for additional storage
* mount-observe: for storage management
 network: networking client
* network-bind: network servers

 process-control:to support resource limits configuration
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Microcluster security

MicroCeph is built on the Canonical Microcluster library. Microcluster manages cluster topol-
ogy and cluster membership. Adding nodes is regulated by issuing tokens which new nodes
can use to trigger a request to join the cluster. After successfully joining the cluster, Micro-
cluster issues TLS certificates to new nodes. TLS1.3, by default, is the minimum supported
version. This can be overridden by setting an environment variable to set the minimum sup-
ported version to TLS1.2.

Cluster members use the newly created certificates to authenticate for cluster APl access.

Ceph authentication and authorization

Internally, MicroCeph deploys a Ceph cluster which uses the cephx protocol for authentication
and authorization. See Cryptography in Ubuntu Ceph®® for more details.

Data at rest

MicroCeph offers full disk encryption (FDE) for Object Storage Daemons (OSDs), activated
when adding disks. Note that this disk encryption only pertains to user data managed in
Ceph, and not encryption of the cluster data (such as administrative data, logs, etc.). To use
FDE, users must first connect the dm-crypt plug for MicroCeph (it is not auto-connected).
When FDE is requested, MicroCeph generates a random key and stores it in the Ceph Monitor
(MON). This key is then used to setup Linux Unified Key Setup (LUKS) via cryptsetup, using
cipher AES-XTS-plainé4 and SHA256 hashing, with a 256-bit keysize.

While the FDE approach for OSD encryption shares some of the techniques employed by
the data at rest encryption features in Ubuntu Ceph, it's a separate implementation due
to the specific sandboxing needs of the MicroCeph snap.

Storage types

Like Ceph, MicroCeph provides three types of storage to clients, i.e. object, block and Ffile
storage, to clients. Each type of storage supports specific security features.

8 https://ubuntu.com/ceph/docs/cryptographic-technologies-in-charmed-ceph
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RGW object storage

Accessing Ceph object storage happens via the RADOS Gateway (RGW) service. This service
supports transport security via SSL/TLS for encrypting client traffic. To do this, it will need
to be configured with certificate material for SSL/TLS. In MicroCeph, SSL/TLS certificates can
be provided when enabling the RGW service.

Server-side encryption

The RGW service supports server-side encryption (SSE) according to the Amazon SSE specifi-
cations. MicroCeph does not offer key management for RGW; therefore, only the customer
key mechanism is supported. This is done via the Amazon SSE-C specification, which uses
AES256 symmetric encryption. RGW implements this as AES256-CBC. Moreover, as per the SSE-
C specification, keys may be provided as 128-bit MD5 digest.

RBD block storage

Like in Ubuntu Ceph, the RADOS Block Device (RBD) component can provide block devices
backed by MicroCeph storage. Access to RBD is regulated using the native cephx protocol for
authentication and authorization.

RBD encryption

Users can instruct Ceph to encrypt block device images utilizing the rbd encryption format
commands. RBD supports the AES128 and AES256 algorithms, with AES256 XTS-plain64 being
the default.

CephFsS file storage

CephFS provides filesystem storage to clients in MicroCeph, similarly to how Ubuntu Ceph
provides filesystem storage. Client access is regulated using the Ceph-native cephx protocol,
which performs authentication and authorization for clients. Ceph supports access control
to specific filesystem and filesystem subtrees.

Dashboard

The MicroCeph dashboard provides basic administrative capabilities. Access to the dash-
board can be secured via SSL/TLS. The dashboard module also exposes an API, the Ceph REST-
ful API. Like regular dashboard access, this can be secured through SSL/TLS. The RESTful API
can make use of JSON Web Tokens (JWTs) using the HMAC-SHA256 algorithm.
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Summary of cryptographic components

In summary, the cryptographic libraries and tools used in MicroCeph are:
e dm-crypt
* LUKS
* OpenSSL

Full disk encryption

MicroCeph supports automatic full disk encryption (FDE) on OSDs.

Full disk encryption is a security measure that protects the data on a storage device by en-
crypting all the information on the disk. FDE helps maintain data confidentiality in case the
disk is lost or stolen by rendering the data inaccessible without the correct decryption key or
password.

In the event of disk loss or theft, unauthorised individuals are unable to access the encrypted
data, as the encryption renders the information unreadable without the proper credentials.
This helps prevent data breaches and protects sensitive information from being misused.

FDE also eliminates the need for wiping or physically destroying a disk when it is replaced, as
the encrypted data remains secure even if the disk is no longer in use. The data on the disk
is effectively rendered useless without the decryption key.

Implementation

Full disk encryption for OSDs has to be requested when adding disks. MicroCeph will then
generate a random key, store it in the Ceph cluster configuration, and use it to encrypt the
given disk via LUKS/cryptsetup®®.

Prerequisites

To use FDE, the following prerequisites must be met:
e The installed snapd daemon version must be >=2.59.1

* Thedm-crypt kernel module must be available. Note that some cloud-optimised kernels
do not ship dm-crypt by default. Check by running sudo modinfo dm-crypt

* The snap dm-crypt plug has to be connected, and microceph.daemon subsequently
restarted:

sudo snap connect microceph:dm-crypt
sudo snap restart microceph.daemon

% https://gitlab.com/cryptsetup/cryptsetup/-/wikis/home
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Limitations

* Itisimportant to note that MicroCeph FDE only encompasses OSDs. Other data, such
as state information for monitors, logs, configuration etc., will not be encrypted by
this mechanism.

* Also note that the encryption key will be stored on the Ceph monitors as part of the
Ceph key/value store

Usage

FDE for OSDs is activated by passing the optional - -encrypt flag when adding disks:

sudo microceph disk add /dev/sdx --wipe --encrypt

Note there is no facility to encrypt an OSD that is already part of the cluster. To enable en-
cryption you will have to take the OSD disk out of the cluster, ensure data is replicated and
the cluster converged and is healthy, and then re-introduce the OSD with encryption. Oper-
ating a MicroCeph instance involves managing Ceph storage components contained within a
snap package, orchestrated by the microceph daemon (microcephd). Ensuring the security of
this system is necessary to protect data integrity and confidentiality. This guide provides an
overview of security aspects, potential attack vectors, and some best practices for deploying
and operating MicroCeph in a secure manner.

Architectural overview

Understanding the MicroCeph architecture is the first step towards securing it. MicroCeph
packages core Ceph daemons (MON, MGR, OSD, and optionally RGW, MDS) into a single
snap. These daemons are managed by the microcephd service, which uses a distributed
dglite database for configuration and state. Management is primarily done via the micro-
ceph command-line tool interacting with microcephd, alongside standard snapd services.

Components

* Host System: The underlying Linux operating system where the MicroCeph snap is in-
stalled.

* MicroCeph Snap: The package containing Ceph daemons, microcephd, and manage-
ment logic. It runs with confinement provided by snapd. Also see the Snap security
documentation®’ for details.

» microcephd: The core service (based on Microcluster) responsible for managing the
MicroCeph cluster state, coordinating actions across nodes (if clustered), and managing
the Ceph daemons within the snap.

87 https://snapcraft.io/docs/snap-explanation#p-111647-security
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« dglite Database: A distributed SQLite database used by microcephd to store cluster
configuration, node status, and other metadata.

« microceph CLI: The primary tool used by administrators to interact with microcephd for
managing MicroCeph instances.

» Ceph Daemons (within the snap):

ceph-mon: Ceph Monitor (MON) daemon(s).

ceph-mgr: Ceph Manager (MGR) daemon(s), providing access to management APIs
and modules like the Dashboard.

ceph-osd: Ceph Object Storage Daemons (OSDs), managing data on underlying
storage devices.

ceph-radosgw (optional): RGW (object-storage S3/Swift gateway) service.
ceph-mds (optional): Metadata Server (MDS) daemons for CephFS.

* Client Workloads: Consume Ceph storage via RBD block devices, RGW object buckets,
or CephFS shared filesystems.

Attack surface

The attack surface encompasses all points where an unauthorized user could attempt to en-
ter or extract data from the system. For MicroCeph, these include:

Open ports and network interfaces

Ceph daemons and potentially microcephd listen on TCP ports. Use host-level firewalls (like
ufw, firewalld, or nftables) to control access.
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Port Compo- Purpose Security Considerations
nent
3300, Ceph Monitor daemon Should ideally be restricted to internal networks
6789 MON client communi- and specific client subnets via firewall.
cation
6800- Ceph Intra-cluster com- Must be strictly firewalled from external access.
7300 OSD/M- munication Essential for cluster operation.
GR/MDS
80 RGW RADOS Gateway Object storage access. Only enable if needed.
(HTTP) (Object storage
access)
443 RGW RADOS Gateway Object storage access. Requires TLS certificate
(HTTPS)  secure traffic management (see Encryption section). Only en-
(HTTPS) able if needed.
9283 MGR Ceph Dashboard Access should be restricted via firewall. Authen-
(Dash- HTTPS access tication is required.
board)
9128 MGR Prometheus met- Restrict access to monitoring servers via firewall.
(Promethe rics endpoint
Inter-  micro- Local API socket Access controlled by filesystem permissions on
nal/Lo- cephd for microceph CLI the socket File within the snap’s data directory.
cal
7443  micro- Inter-node com- Uses TLS. Must be firewalled from external ac-
cephd munication (if cess, allowing only cluster members.
clustered)
22 SSH Host OS access Standard SSH hardening practices (key auth, re-
stricted access, firewall).
Other Other Potentially other Audit all open ports on the host system.
Services  services on host

Network protocols and endpoints

» Ceph Protocol (Messenger v1/v2): Used for all internal Ceph communication (MON,
0OSD, MGR, MDS). Messenger v2 (default in newer Ceph versions) provides encryption
capabilities for data in transit.

¢ Microcluster Protocol: Used for communication between microcephd instances in a
multi-node cluster. This communication is secured using TLS.

» Cephx Authentication: Primary mechanism for authenticating Ceph internal and client
communication. It provides mutual authentication.

e HTTP/HTTPS (RGW): Used for S3/Swift access via the RADOS Gateway. HTTPS with
strong TLS configuration is best practice.
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» SSH: Used for accessing the host system to run microceph commands and perform sys-
tem maintenance.

* Local Socket API (microcephd): Communication between microceph CLI and micro-
cephd occurs over a Unix domain socket, protected by filesystem permissions.

Data interfaces

Block Devices and Filesystems: OSDs interact directly with underlying storage (disks,
partitions, or files configured via microceph disk add). The OSD processes require ele-
vated privileges, managed within the snap’s confinement.

dqlite Database Files: microcephd reads/writes configuration and state to dglite
database files located within the snap’s data directory (e.g., /var/snap/microceph/com-
mon/state/). Access is controlled by filesystem permissions.

CephFS Mounts: Clients mounting CephFS interact via the Ceph kernel module or FUSE,
requiring Cephx authentication.

Management infrastructure

The primary management attack surface is the host, snap environment, and the microcephd
service:

e microceph CLI: Accessing this command usually requires sudo privileges on the host.
Compromising a host would allow an attacker to impact the Ceph cluster.

e microcephd: Compromising the microcephd process could allow manipulation of the
cluster state and Ceph daemon configuration. Vulnerabilities in microcephd or the un-
derlying Microcluster library are potential vectors.

* Host OS: Compromise of the host OS grants control over MicroCeph, including access
to microcephd and its database. Standard host hardening is advised.

* Snap Environment (snapd): Vulnerabilities in snapd or the MicroCeph snap package it-
self could be vectors. Note that MicroCeph is running with strict snap confinement; see
here®8 for details on confinement.

» Ceph Dashboard: If enabled, secure its access via network controls and strong authen-
tication.

Access controls

Robust access controls limit users and services to only the permissions they require.

%8 https://snapcraft.io/docs/snap-confinement
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Cephx authentication and authorization

Cephx remains the native Ceph authentication system for Ceph client/daemon interactions.

« Key Types: Use distinct keys for different roles (admin, osd, mds, client). Manage these
using standard Ceph commands prefixed with sudo microceph.ceph (e.g., sudo micro-
ceph.ceph auth add ...).

« Capabilities (Caps): Assign the minimum necessary capabilities to each key e.g., mon,
allow r, osd, allow). Avoid using the client.admin key for applications.

User management (Ceph Dashboard / RGW)

» Dashboard Users: Manage user accounts and roles within the Ceph Dashboard for ac-
cessing monitoring and limited management functions.

* RGW Users: If using RGW, manage its separate S3/Swift users, keys (access key, secret
key), and potentially quotas using RGW admin commands (sudo microceph.radosgw-
admin ...).

Management infrastructure access

Control access at multiple levels:

* Host OS Access (POSIX permissions): Implement standard Linux user/group permis-
sions, strong SSH key management, and tightly controlled sudo rules on the host ma-
chine where MicroCeph runs. This governs access to the microceph CLI and the micro-
cephd’s data files/socket.

» microcephd Access: Interaction with microcephd is primarily via the microceph CLI,
which requires appropriate host OS permissions (sudo). Direct access to the micro-
cephd API socket is protected by file permissions.

« Snap Confinement: Rely on the isolation provided by snapd as a baseline security fea-
ture for the snap’s processes and data.

 Elevated Privileges: OSD processes require superuser privileges for device access,
which is managed internally by MicroCeph and the snap environment.

Secrets

Protect sensitive information:

» Cephx Keys: Stored within the snap’s data directory (e.g., /var/snap/microceph/curren-
t/conf). Protect host access.

 TLS Certificates & Keys: For microcephd inter-node communication (if clustered). These
are typically managed internally by Microcluster/MicroCeph but stored within the
snap’s common directory.

* dglite Database Files: The database files in /var/snap/microceph/common/state/ con-
tain sensitive cluster configuration. Protect host access and ensure correct file permis-
sions.
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* RGW User Keys: S3/Swift access and secret keys. Treat these like passwords; manage
and distribute them securely.

Encryption

Protecting data confidentiality both in transit and at rest:

In transit:

e Ceph Messenger v2: Configure Ceph internal communication (between MON, OSD,
MGR, MDS) to use secure mode via Ceph configuration options (e.g., ms_cluster_mode
= secure).

» microcephd Communication: Communication between microcephd nodes in a clusteris
secured using TLS by default.

« TLS at RGW: Essential for encrypting S3/Swift traffic. Use strong TLS protocols (TLS
1.2+) and ciphers. Obtain certificates from a trusted CA or manage an internal PKI.

« Ceph Dashboard HTTPS: The dashboard uses HTTPS by default.

» microceph CLI to microcephd: Communication occurs over a local Unix domain socket
and is not typically encrypted itself, relying on filesystem permissions for security.

At rest:

» OSD Encryption (via LUKS): MicroCeph supports encrypting data stored on OSDs using
LUKS, configured during disk addition (via flags to microceph disk add). This protects
data if physical drives are compromised. Key management is handled by MicroCeph.

* dglite Database: The dglite database files themselves are not typically encrypted at
rest by default. Protection relies on standard filesystem permissions and potentially
Full Disk Encryption (FDE) of the host system.

* Full Disk Encryption (FDE): Consider encrypting the entire host OS disk, to protect Ceph
keys, the dqlite database, configs, and potentially cached data against physical access.
Manage FDE at the OS level.

Secure deployment

Incorporate security from the initial setup of your MicroCeph instance.
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Network architecture

« Segmentation: If the MicroCeph host has multiple network interfaces, configure Ceph’s
public_network and cluster_network settings appropriately (check MicroCeph docs for
details), configure the microcephd listen/advertise addresses if needed for clustering,
and use the firewall to enforce segregation between client access networks, cluster
networks, and management networks.

 As a best practice, use firewalling or VLANs to segregate into these zones:

- External (optional): If applicable, expose specific endpoints for external untrusted
consumption, e.g. RGW.

- Storage Access: Client access (including RGW if no external access provided), MON
access.

- Cluster Network: OSD replication and heartbeat traffic. Isolating this improves
performance and security.

* Firewalls: Implement strict firewall rules (e.g. using iptables, nftables) on all nodes:
- Deny all traffic by default.

- Allow only necessary ports between specific hosts/networks (refer to the port ta-
ble).

- Restrict access to management interfaces (SSH, Juju, Dashboard) to trusted ad-
ministrative networks.

Minimum privileges

» Cephx Keys: Create dedicated Cephx keys for each client/application with minimal ca-
pabilities. Don't use client.admin routinely.

» OS Users: Limit sudo access on the host machine. Restrict who can run microceph com-
mands. Run other applications on the host as unprivileged users. Protect access to the
snap’s data directories.

 Explicit Assignment: Ensure all access relies on explicit permissions/capabilities rather
than default permissive settings.

Auditing and centralized logging

* Enable Auditing:

- Configure Ceph logging levels via Ceph configuration options (e.g., log_to_File =
true, debug_mon, debug_osd). Check MicroCeph documentation for how to set
these. Ceph logs are found in /var/snap/microceph/common/logs/ceph/.

- microcephd logs to /var/log/syslog, see the MicroCeph documentation for details
on setting log levels.

 Centralized Logging: Configure host-level standard log shipping mechanisms (e.g., rsys-
log, journald forwarding) to send Ceph logs, microcephd logs, and host system logs
(syslog, auth.log, kern.log, journald) to a central logging system (like Loki or ELK).
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« Monitor and Audit: Regularly review logs for anomalies and security events (e.q., re-
peated auth Failures, crashes, microcephd errors).

Alerting

 Configure Monitoring: Enable the Prometheus MGR module (sudo microceph.ceph mgr
module enable Prometheus) and configure it if necessary via Ceph MGR configuration
options (e.g., sudo microceph.ceph config set mgr mgr/prometheus/...).

* Security Alerts: Configure alerts for security anomalies and health issues such as:

Ceph health status changes (HEALTH_WARN, HEALTH_ERR).

Ceph daemon crashes or restarts (via systemd unit status or logs).

microcephd service Ffailures or restarts.

Significant performance deviations.

Host system issues (CPU, RAM, Disk 1/0).

Secure operation

Maintaining security is an ongoing process.

Vulnerability management

» Monitor Advisories: Actively track CVEs and security advisories for:
— Ceph (via Ceph announce list, security trackers).
— MicroCeph snap (check snap channels/updates).
- Host OS (use relevant security advisories for the host OS, e.g., USNs for Ubuntu).

e Patch Management: Implement a process for testing and applying security patches
promptly using sudo snap refresh microceph and the host OS’s package manager (e.g.,
apt update && apt upgrade for Debian/Ubuntu). Use snap channels (e.g., the /candidate
channel) for testing before refreshing stable.

Incident response

 Develop a Plan: Have a documented Incident Response (IR) plan for your MicroCeph
environment, including steps related to microcephd and the dqlite database.

« Define Steps: Cover detection, containment (e.g., firewalling the host, stopping
services like snap.microceph.daemon), eradication, recovery (potentially involving
database restoration if needed), and post-mortem analysis.

* Practice: Test the plan periodically.
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Perform audits

 Regular Checks: Conduct periodic security audits of the MicroCeph host, configuration,
and data directories.

* Validate Controls: Verify firewall rules, Ceph configuration, microcephd status and con-
figuration, Cephx permissions (sudo microceph.ceph auth ls), OS access controls (sudo
rules, SSH keys, file permissions on /var/snap/microceph/), and encryption settings.

Perform upgrades

« Stay Current: Regularly upgrade MicroCeph (sudo snap refresh microceph), snapd (sudo
snap refresh snapd), and the underlying OS (using the host’s package manager) for se-
curity patches and features. Upgrading the MicroCeph snap updates Ceph, microcephd,
dglite, and Microcluster together.

» Schedule Proactively: Plan and test upgrades, especially for security vulnerabilities. Uti-
lize snap channels for pre-production testing.

Release notes

 Always read the release notes for Ceph versions included in MicroCeph snap updates,
the MicroCeph snap itself, and the host OS before upgrading or making significant
changes, as they contain information about security fixes, new features, and potential
issues.

If you have a specific goal, but are already familiar with MicroCeph, our how-to guides
(page 10) have more in-depth detail and instructions.

Take a look at our reference (page 42) section when you need to know which MicroCeph com-
mands to use.

2.5. Contribute to our documentation

Contributing to documentation is a great way to get started as a contributor to open-source
projects, no matter your level of experience.

MicroCeph is growing rapidly, and we would love your help. We welcome, encourage and
appreciate contributions from our user community in the form of suggestions, fixes and con-
structive feedback. Whether you are new to MicroCeph and want to highlight something you
found confusing, or you're an expert and want to create a how-to guide to help others, we
will be happy to work with you to make our documentation better for everybody.

Raise an issue® in our GitHub repository or talk to us on our Matrix’® channel.

We hope to make it as easy as possible to contribute. If you feel something is unclear, wrong,
or broken, please don’t hesitate to leave a comment in the Matrix room.

% https://github.com/canonical/microceph/issues/new
0 https://app.element.io/#/room/#ceph-general:ubuntu.com
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2.5.1. MicroCeph documentation overview

The MicroCeph documentation is hosted in a GitHub repository’" and published on Read the
Docs’?. You need to create a GitHub account to participate, but you do not need a Read the
Docs account.

Contributing on GitHub

To create issues, comment, reply, or submit contributions, you need to set up a GitHub”3
account and a Git’# environment. You don't need to know Git before you start, and you def-
initely don’t need to work on the command line if you don’t want to. Many documentation
tasks can be done using GitHub's web interface. On the command line, we use the standard
fork and pull model. Learn more about how to work with Git here’>.

For spelling and grammatical changes, which are quick and easy to submit, feel free to create
a Pull Request (PR). For more substantial changes or suggestions, we recommend creating an
issue Ffirst, so that we can discuss and agree on an approach before you spend time working
onit.

Make sure to check the issues list before submitting a PR - if you start working on a task that
is listed and already assigned to someone else, we won’t be able to accept your PR.

The CLA check

IFit's your First time contributing to a Canonical project, you will need to sign the Canonical
Contributor Licence Agreement’® before your contribution can be considered for inclusion
within our project. If you have already signed it, e.g. when contributing to another Canoni-
cal project, you do not need to sign it again. This licence protects your copyright over your
contributions, including the right to use them elsewhere, but grants us (Canonical) permis-
sion to use them in our project. Our project repository will automatically check whether a
contributor has signed the CLA when a contribution is made.

2.5.2. Diataxis

Our documentation content, style and navigational structure follows the Diataxis’’ system-
atic framework for technical documentation authoring. This framework splits documenta-
tion pages into tutorials, how-to guides, reference material and explanatory text:

* Tutorials are lessons that accomplish specific tasks through doing. They help with fa-
miliarity and place users in the safe hands of an instructor.

* How-to guides are recipes, showing users how to achieve something, helping them get
something done. A How-to has no obligation to teach.

« Reference material is descriptive, providing facts about functionality that is isolated
from what needs to be done.

" https://github.com/canonical/microceph

72 https://about.readthedocs.com/

3 https://github.com/

4 https://git-scm.com/

75 https://canonical-open-documentation-academy.readthedocs.io/en/latest/docs/howto/get-started/using_
git/

76 https://ubuntu.com/legal/contributors

7 https://diataxis.fr/
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« Explanation is discussion, helping users gain a deeper or better understanding of Mi-
croCeph, as well as how and why MicroCeph functions as it does.

To learn more about our Diataxis strategy, see Diataxis, a new foundation for Canonical doc-
umentation’s,

Improving our documentation and applying the principles of Didtaxis are on-going tasks.
There's a lot to do, and we don't want to deter anyone from contributing to our docs. If
you don’t know whether something should be a tutorial, how-to, reference doc or explana-
tory text, either ask on the forum or publish what you're thinking. Changes are easy to make,
and every contribution helps.

2.5.3. Open Documentation Academy

MicroCeph is a proud member of the Canonical Open Documentation Academy’® (CODA), an
initiative led by the documentation team at Canonical to provide help, advice, mentorship,
and dozens of different tasks to get started on, within a friendly and encouraging environ-
ment.

A key aim of this initiative is to help lower the barrier into successful open-source software
contribution, by making documentation into the gateway, and it's a great way to make your
first open source documentation contributions to MicroCeph.

But even if you're an expert, we want the academy to be a place to share knowledge, a place
to get involved with new developments, and somewhere you can ask for help on your own
projects.

The best way to get started is with our task list® . Take a look, bookmark it, and see our
Getting started®' guide for next steps.

Stay in touch either through the task list, or through one of the following locations:
* Our discussion forum®? on the Ubuntu Community Hub.
+ In the Matrix room®? for interactive chat.
* Follow us on Fosstodon®* for the latest updates and events.

If you'd like to ask us questions outside of our public forums, feel free to email us at doc-
sacademy@canonical.com.

In addition to the above, we have a weekly Community Hour starting at 16:00 UTC every Fri-
day. Everyone is welcome, and links and comments can be found on the forum post®>.

Finally, subscribe to our Documentation event calendar®®. We'll expand our Community Hour
schedule and add other events throughout the year.

78 https://ubuntu.com/blog/diataxis-a-new-foundation-for-canonical-documentation

7 https://github.com/canonical/open-documentation-academy

80 https://github.com/canonical/open-documentation-academy/issues

81 https://discourse.ubuntu.com/t/getting-started/42769

82 https://canonical.com/documentation/open-documentation-academy

83 https://matrix.to/#/#documentation:ubuntu.com

84 https://fosstodon.org/@CanonicalDocumentation

85 https://discourse.ubuntu.com/t/documentation-office-hours/42771

86 https://calendar.google.com/calendar/u/0?cid=Y19mYTY4YzE5YWEWY2Y4YWE 1ZWNkNzMyNjZmNmMOZDUOTRANTIWNTN;(
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Agreements

Everyone involved with CODA needs to follow the words and spirit of the Ubuntu Code of
Conduct v2.087. You must sign and agree to the Canonical CLA.

Identifying suitable task

The academy uses issue labels to give the contributor a glimpse into the task and what it
requires, including the type of task, skills or level of expertise required, and even the size
estimation for the task. You can find tasks of all sizes in the academy issues list.

From small tasks, such as replacing outdated terminology, checking for broken links, testing
a tutorial or ensuring adherence to the Canonical documentation style quide®®; to medium-
sized tasks like, converting documentation from one format to another, or migrating the con-
tents of a blog post into the official documentation; to more ambitious tasks, such as adding
a new How-to guide, restructuring a group of documents, or developing new tests and au-
tomations.

Completing and closing tasks

When a task has been completed to your satisfaction, we'll ask the contributor whether they
would prefer to merge their work into your project themselves, or leave this to the project.

Recognition

After successfully completing a task, we'll give credit to the contributor and share their suc-
cess in our forums, on the pages themselves, and in our news updates and release notes.

2.5.4. Guidance for writing

Consistency of writing style in documentation is vital for a good user experience. To accom-
modate our audience with a huge variation in experience, we:

« write with our target audience in mind
« write inclusively and assume very little prior knowledge of the reader

« link or explain phrases, acronyms and concepts that may be unfamiliar, and if unsure,
err on the side of caution

« adhere to the style guide

87 https://ubuntu.com/community/ethos/code-of-conduct
88 https://docs.ubuntu.com/styleguide/en
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Language
Canonical previously used British (GB) English, so you may notice that older documentation
is in this format. However, we have recently switched to US English. It's a good idea to set

your spellchecker to en-US; which will pick up most of the inconsistencies. If it doesn't, they
will be picked up in review by the documentation team.

There are many small differences between UK and US English, but for the most part, it comes
down to spelling. Some common differences are:

* the ize suffix in preference to ise (e.g. capitalize rather than capitalise)

* our instead of or (as in color and colour)

« licence as both a verb and noun

* catalog rather than catalogue

+ dates take the format 1 January 2013, 1-2 January 2025 and 1 January - 2 February 2025

We use an automated spelling checker that sometimes throws errors about terms we would
like it to ignore:

« If it complains about a file name or a command, enclose the word in backticks () to
render it as inline code.

* If the word is a valid acronym or a well-known technical term (that should not be ren-
dered as code), add it to the spelling exception list, .custom_wordlist.txt (termsshould
be added in alphabetical order).

Both methods are valid, depending on whether you want the term to be rendered as normal
font, or as inline code (monospaced).

Acronyms

Acronyms should always be capitalized.

They should always be expanded the first time they appear on a page, and then can be used
asacronyms after that. E.g. OSD should be shown as Object Storage Daemon (OSD), and then
can be referred to as OSD for the rest of the page.

Links
The first time you refer to a package or other product, you should make it a link to either that
product’'s website, or its documentation, or its manpage.

Links should be from reputable sources (such as official upstream docs). Try not to include
blog posts as references if possible. And, always verify that the links are correct and accurate.

Try to use inline links sparingly. If you have a lot of useful references you think the reader
might be interested in, feel free to include a “Further reading” section at the end of the page.
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Writing style

Try to be concise and to-the-point in your writing.

It's alright to be a bit light-hearted and playful in your writing, but please keep it respect-
ful, and don’t use emoji (they don’t render well in documentation, and may not be deemed
professional).

It's also good practice not to assume that your reader will have the same knowledge as you. If
you're covering a new topic (or something complicated) then try to briefly explain, or link to
supporting explanations of, the things the typical reader may not know, but needs to (refer to
the Didtaxis framework to help you decide what type of documentation you are writing and
the level and type of information you need to include, e.g. a tutorial may require additional
context but a how-to guide can skip some foundational knowledge - it is safer to assume
some prior knowledge).

Thank you
We would like to thank you for spending your time to help make the MicroCeph documenta-

tion better. Every contribution, big or small, is important to us, and hopefully a step in the
right direction.

86 of 86



	In this documentation
	Project and community
	Get started
	How you’ll do It
	What you’ll need
	Install MicroCeph
	Initialise your cluster
	Add storage
	Enable RGW
	Enable the RGW daemon on your node
	Create an RGW user
	Set user secrets

	Consuming the storage
	Access RGW
	Create an S3 bucket
	Install and configure s3cmd
	Create a bucket

	Upload an image into the bucket

	Cleaning up resources
	Next steps

	How-to guides
	Installing and initialising MicroCeph cluster
	How to install MicroCeph on a single node
	Install the software
	Initialise the cluster
	Add storage
	Manage the cluster

	Multi-node install
	Ensure storage requirements
	Prepare the three machines
	Prepare the cluster
	Join the non-primary nodes to the cluster
	Add storage
	Check MicroCeph status
	Manage the cluster


	Configuring your cluster
	Configure RBD client cache in MicroCeph
	Configure Openstack Keystone Auth in MicroCeph RGW
	Configuring Cluster network
	Enabling metrics collection with Prometheus
	Introduction
	Setup
	Enabling Ceph-Mgr Prometheus module
	Configuring metrics endpoint

	Configuring Prometheus to scrape MicroCeph

	Enabling Prometheus Alertmanager alerts
	Pre-Requisite
	Introduction
	Configuring Alert rules

	Enabling additional service instances
	Example: enable an RGW service


	Interacting with your cluster
	Changing the log level
	Configuring the log level

	Migrating automatically-provisioned services
	Removing a disk
	Overview
	Procedure

	Perform cluster maintenance
	Overview
	Enabling Cluster Maintenance
	Disabling Cluster Maintenance


	Managing a remote cluster
	Import a remote MicroCeph cluster
	Working with remote MicroCeph clusters

	Configure RBD replication
	Prerequisites
	Enable RBD replication
	Check RBD replication status
	Listing all RBD replication images
	Disabling RBD replication

	Perform failover for replicated RBD resources
	Prerequisites
	Failover to a non-primary remote cluster
	Verify RBD replication primary status
	Failback to old primary


	Upgrading your cluster
	Major Upgrades
	Overview
	Procedure
	Prerequisites
	Optional but Recommended: Preparation Steps
	Upgrading Each Cluster Node
	Verifying the Upgrade
	Unsetting Noout



	Consuming cluster storage
	Mount MicroCeph backed Block Devices
	MicroCeph Operations:
	Client Operations:
	Perform IO and observe the ceph cluster:

	Mount MicroCeph backed CephFs shares
	MicroCeph Operations:
	Client Operations:
	Perform IO and observe the ceph cluster:



	Reference
	CLI Commands
	MicroCeph CLI Commands
	client
	config
	config set
	config get
	config list
	config reset

	cluster
	add
	bootstrap
	config
	config get
	config list
	config reset
	config set
	export
	join
	list
	maintenance
	maintenance enter
	maintenance exit
	migrate
	remove
	sql

	disable
	disk
	add
	list
	remove

	enable
	mds
	mgr
	mon
	rgw

	help
	init
	pool
	set-rf

	remote
	import
	list
	remove

	replication
	enable
	status
	list
	disable
	promote
	demote

	status


	Release Notes
	Overview
	MicroCeph Squid
	Highlights
	Important Changes
	Known Issues
	List of pull requests



	Explanation
	Working with MicroCeph
	Cluster network configurations
	Overview
	Implementation

	Maintenance Mode
	Overview
	Strategy
	Enabling maintenance mode
	Disabling maintenance mode


	Cluster scaling
	Overview
	Failure Domains
	Failure Domain Management
	Scaling Up
	Scaling Down
	Disk removal
	Automatic failure domain downgrades
	Cluster health and safety checks
	Custom Crush Rules

	Machine Sizing

	Taking Backups for your Workload
	RBD Snapshots:
	Pre-requisites

	CephFs Snapshots:
	Pre-requisites



	The Snap content interface
	Snap content interface for MicroCeph
	Overview
	Usage


	The MicroCeph charm
	The MicroCeph charm

	Security in MicroCeph
	Security overview
	Cryptographic approaches in MicroCeph
	Snap security features
	Resources used by MicroCeph snaps
	Interfaces
	Plugs
	Microcluster security
	Ceph authentication and authorization
	Data at rest
	Storage types
	RGW object storage
	Server-side encryption
	RBD block storage
	RBD encryption
	CephFS file storage
	Dashboard
	Summary of cryptographic components

	Full disk encryption
	Implementation
	Prerequisites
	Limitations
	Usage

	Architectural overview
	Components

	Attack surface
	Open ports and network interfaces
	Network protocols and endpoints
	Data interfaces
	Management infrastructure

	Access controls
	Cephx authentication and authorization
	User management (Ceph Dashboard / RGW)
	Management infrastructure access

	Secrets
	Encryption
	In transit:
	At rest:

	Secure deployment
	Network architecture
	Minimum privileges

	Auditing and centralized logging
	Alerting
	Secure operation
	Vulnerability management
	Incident response
	Perform audits
	Perform upgrades
	Release notes




	Contribute to our documentation
	MicroCeph documentation overview
	Contributing on GitHub
	The CLA check


	Diátaxis
	Open Documentation Academy
	Agreements
	Identifying suitable task
	Completing and closing tasks
	Recognition

	Guidance for writing
	Language
	Acronyms
	Links
	Writing style
	Thank you




